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Preface

Revision History

Revision Description
2.0 Updated release of document for release 2022.1.0 FP2 November 2022
Beta
1.0 Initial release of document for release 2022.1.0 June 2022

About this Guide

This guide outlines the steps for onboarding customers to the AppViewX SaasS platform and enables

them to get started with the AppViewX Saa$S products.

Audience

This guide is intended for customers who want to evaluate the product and services that AppViewX offers

for its SaaS customers.

Text Conventions

The following text conventions are used in this document:

Convention Description

boldface Boldface type indicates graphical user interface elements associated with

an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for which

you supply particular values.

codeblock Indicates commands within a paragraph, URLS, code in examples, text that

appears on the screen, or text that you enter.




Chapter 1: Key Highlights of AppViewX Software as
a Service

The AppViewX Security Automation and Orchestration Platform is a centralized control plane to automate
tasks, orchestrate workflows and gain visibility to manage identities at scale, reduce security and

compliance risk and ensure secure application availability

The AppViewX SaasS platform offers the following three products:

* CERT+ SaaS, which lets you:

« Discover, monitor, analyze, orchestrate and fully automate certificate lifecycle management and key

management solutions.

» Make a shift from reactive mode and be more proactive as you get a complete view of your entire

certificate infrastructure.

» Manage certificates as a service with pre-built integrations and extensible APIs that plugin to your
enterprise applications, web servers, microservices, and multi-cloud environments.

« Analyze certificates for crypto standards like key size, cipher strength, and allowed protocol versions.
* Setup policies for enforcing high crypto standards.

» Update certificates as per new policies.

« Provision certificates for devices and applications.

+ Save resources, time, and effort of installation and maintenance.

For details, refer the CERT+ SaaS User Guide

» ADC+ Saas, which lets you
« Efficiently distribute network load or client requests across servers.
» Send requests to the available servers, ensuring high application availability.
« Scale the number of servers (up or down) based on the traffic.

For details, refer the ADC+ SaaS User Guide

» PKI+, which lets you:

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 6
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Key Highlights of AppViewX Software as a Service

+ Create root CAs and subordinate CAs and enroll them to the AppViewX PKlaaS certificate authority.
» Onboard custodians to add root CAs and subordinate CAs to the PKI+ system.
« Manage custodians for approving PKI+-related actions.

For details, refer the PKI+ User Guide.

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 7
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Chapter 2: Introduction to the the AppViewX Cloud
Connector

« The AppViewX Cloud Connector
« Features of the AppViewX Cloud Connector

The AppViewX Cloud Connector

AppViewX Cloud Connector is a lightweight plug-in that establishes connectivity between AppViewX
Cloud and the Enterprise Network. The cloud connector serves as a secure channel for communication
between AppViewX SaaS and your enterprise network without requiring any complex network or
infrastructure configuration

Services that require the AppViewX Cloud Connector for using the AppViewX products (examples):
* CERT+

- Discovering certificates from an endpoint within the enterprise network via Smart Network Scan and
Managed Device Scan.

« Discovering certificates from Certificate Authorities (CAs) that are internal to the enterprise. For
example : EJBCA.

« Discovering certificates from public Certificate Authorities (CAs)
In this case, AppViewX provides a default instance of the Cloud Connector called cloud-dc.

To enable this, at the time of adding a new AppViewX Cloud Connector instance, from the Data
Center dropdown list, select DC Routing.

prise D ter ]I | ‘IE_T Internal/External Endpoints

Cerfificate Authorities
= Metwork Devices

R 1 =) Q = HSM, Vault
PR e — ] e = . ectory 3
Cloud Connecior =] rechn see

[AD/LDAF]
("\ ) ) =  Cloud Infrosfructure
La [— £

I} - =N

[

* ADC+:
« Communicating with ADC devices and discover the Application Services from the ADC infrastructure
« Gain Visibility and to fetch the real time state/status of the Applications discovered

Copyright © 2022 AppViewX, Inc. All Rights Reserved.



Introduction to the the AppViewX Cloud Connector

« Self Service the Applications to allow/deny traffic

 Backup the configuration of the ADC devices

« Restore the configuration of the ADC devices

» Automate and Orchestrate the ADC configuration within and across devices

To enable this, at the time of adding a new AppViewX Cloud Connector instance, from the Data Center

dropdown list, select DC Routing.

_ 1 Enterprise Datacenter ]' —3) Izcr Internal/External Endpoint

I J_,_‘ *  Network Devices

1 : = * OHSM, Veault

| M e = = Directory Service (AD/LDAF)
AppViewX ] gr « ADC

—H— EEE— =g %

\ ' " WAF,

1 5"\\ G — _ = 3ervice Now

\ TS — =] !55. r * Ansible

| AES 0 = -

Key features of the AppViewX Cloud Connector:

« A self-serviceable, Linux-based lightweight setup

« Secure communication between the AppViewX SaaS and the AppViewX Cloud Connector using TLS

and AES encryption
 Connectivity from the AppViewX SaasS to the enterprises’ network endpoints

« No complex network setup (Inbound Firewall Whitelisting, VPN setup, and so on)

Features of the AppViewX Cloud Connector

« Data Center-based Routing
* Cloud Connector High Availability
» Custom Certificates for Core Communication

« Communication Authentication and Encryption

Data Center-based Routing

The AppViewX Cloud Connector instances that need to connect to the network endpoints are deployed
inside a specific DataCenter in an enterprise's premises. Based on the DataCenter in which the cloud
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Introduction to the the AppViewX Cloud Connector

connector is added, the calls to manage the end points are routed to the specific cloud connector inside a

DataCenter.

Figure 1. Typical deployment of the AppViewX Cloud Connector across multiple data

centers
Enterprise Datacenter 1 1] ) ) Internal (External Endpoints
] e !: »
L | = MNelwork Devices
* HSM, Voult
) -] 5 *  Directory Service (AD/LDAFP)
AppViewX (0 =] AE% . ADC

..... (L\ W

i ) = Service Now

e ]

a—:‘ !5 E r = Ansible
[

prise Dat: ter 2 ] v ] E:_T Internal/External Endpoints

Network Devices
* HSM, Vault

i H 0] =] 3 *  Directory Service (AD/LDAP)
i H ' AppViewX [ =) I- i
..... eaed Cloud Connecior [l S : ADC

DNS
&

WAF,
Service Now

(s |5r »  Ansible

AppViewX supports the following two types of data center routing:

+ Non strict routing (Default)

« Strict routing

Non strict routing (Default)

In this mode of routing, when a user selects a specific DC when performing an action (like discovery,
device addition, cert push etc), the specific action will be routed to the AppViewX Cloud Connector in the
selected DC. However, when there are no healthy AppViewX Cloud Connector instances available in the
selected DC, the request will be routed to the next available healthy instance in a different DC.

This is a preferred method of deployment when you do not have a restriction in communication across

your data centers.
Strict routing

When you want the requests to an endpoint in a DC to be routed only to the AppViewX Cloud Connector
instance in the same DC, enable strict routing. This method ensures that when there are no healthy
AppViewX Cloud Connectors in the selected DC to perform the action, the request does not get routed to
any other available AppViewX Cloud Connector instance in a different DC. This method is most suitable

when you are trying to manage devices within restricted DMZ zones and high latency between DCs.

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 10



Introduction to the the AppViewX Cloud Connector

Cloud Connector High Availability

To deploy AppViewX cloud connectors with high availability, it is recommended that you deploy:

» more than one cloud connector across all data centers, in the case of non-strict routing (default)
» more than one cloud connector per datacenter, in the case of strict routing

Custom Certificates for Core Communication

By default, you can provision existing AppViewX self-signed certificates for the communication between
the AppViewX Cloud Connector and the AppViewX SaaS. In addition to this, you can also push your
custom certificates created using external CAs. This is explained in detail in the adding a new AppViewX
Cloud Connector instance section.

Communication Authentication and Encryption

The Cloud Connector authenticates and encrypts all communications between the AppViewX SaaS and
the DataCenter where the cloud connector is deployed. All connections are established from the Cloud
Connector to the AppViewX Saa$S using the standard HTTPS port (443) and the TCP protocol.

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 11



Chapter 3: Prerequisites for Setting up AppViewX
Cloud Connector

-Ogrerequisites for Setting Up the Cloud Connector via the Native

 Prerequisites for Setting Up the Cloud Connector using the
Virtual Image

Prerequisites for Setting Up the Cloud Connector via the
Native OS

The following sections list the system requirements that are minimum prerequisites for setting up and
operating the AppViewX Cloud Connector.

o ™
Note: If the host machine on which you want to set up the AppViewX Cloud Connector does not/

cannot fulfill the operating system, network, and Docker prerequisites (listed below), you can set
up the AppViewX Cloud Connector via the AppViewX SaaS OVA, which is a virtual, remotely-
accessible setup bundled with the OS, system, and Docker prerequisites for the AppViewX Cloud

Connector.
- J

To know more about the OVA and for instructions on setting up the AppViewX Cloud Connector using the
AppViewX SaaS OVA, click here.

» Overview

» Hardware

 Operating System

» Docker Prerequisites

« Server and Network Prerequisites

» Executing the Prerequisite Check Script

Overview

The following sections list the system requirements that are minimum prerequisites for setting up and
operating the AppViewX Cloud Connector.

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 12



Prerequisites for Setting up AppViewX Cloud Connector

o ™
Note: If the host machine on which you want to set up the AppViewX Cloud Connector does not/

cannot fulfill the operating system, network, and Docker prerequisites (listed below), you can set
up the AppViewX Cloud Connector via the AppViewX SaaS OVA, which is a virtual, remotely-
accessible setup bundled with the OS, system, and Docker prerequisites for the AppViewX Cloud

Connector.
- J

To know more about the OVA and for instructions on setting up the AppViewX Cloud Connector using the
AppViewX SaaS OVA, click here.

» Hardware
» Operating System
 Docker Prerequisites

 Server and Network Prerequisites

Hardware

Each AppViewX Cloud Connector instance requires the following minimum configuration:

- 4vCPU

+ 8 GB memory

« 16 GB disk space

* X86 64 bit architecture

Operating System
» Ubuntu version 20.04

» CentOS version 7.7 and 7.9

Docker Prerequisites

» Docker version 20.10.5 or above installed with non-sudo access with basic read and write permissions

[ Note: Support for rootless Docker is excluded. j

For Docker installation instructions, refer to the links below:

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 13



Prerequisites for Setting up AppViewX Cloud Connector

« For installing the Docker Engine: https://docs.docker.com/engine/install/

« For post-installation steps for Linux: https://docs.docker.com/engine/install/linux-postinstall/

¢« Important: In the event of a VM reboot, the Docker needs to be restarted. To configure the
Docker to restart on boot, follow the instructions given here.

« Bash shell support in the node for the installation of the AppViewX Cloud Connector Connectivity
Service

Server and Network Prerequisites

* Use dedicated machines for hosting the Cloud Connector and do not install any other components on
these machines.

« Ensure the node on which the AppViewX Cloud Connector is installed has access to the enterprise’s
internal network devices.

» On the node on which the AppViewX Cloud Connector is installed, ensure that the node's clock is
synchronized with the network time using NTP or PTP.

To do this, execute the following sequence of commands:

yum install -y ntp
systemctl enable ntp

systemctl start ntp

« Ensure that the AppViewX Cloud Connector can establish connectivity with the AppViewX SaaS server
endpoints over HTTPS (port 443).

. M
Note: In the instance a proxy being used, the proxy has to be configured as a pass-through.
J
- )
Note: The Cloud Connector URL to be whitelisted for connectivity can be obtained from the
Cloud Connector Settings Page of your SaaS account. Example of the AppViewX Cloud
Connector URL:
https://<example-tenant>-cc.appvx.com:443/
N /

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 14
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Prerequisites for Setting up AppViewX Cloud Connector

o Tip: : To verify connectivity with the AppViewX SaasS servers, use the cURL utility as given
below. When connectivity has been established successfully, the command will return the
HTTP code 200.

curl -kv <<https://AppViewX SaaS server URL>>/ 2>&1 | grep 400

Note: To install the curl utility on Ubuntu, use the command given below:

apt-get install curl

Note: To install the curl utility on CentOS, use the command given below:

yum install curl

. J

« Disable the firewalld in the tenant’s node (Ubuntu) where the AppViewX Cloud Connector is to be
installed.

To check the current status of firewalld, execute the command given below:

sudo ufw status

To permanently disable firewalld, execute the command given below:

sudo ufw disable

« Disable the firewalld in the tenant’s node (CentOS and RedHat) where the AppViewX Cloud Connector
is to be installed.

To check the current status of firewalld, execute the command given below:

sudo systemctl status firewalld --now

To permanently disable the firewalld, execute the command given below:

sudo systemctl disable firewalld --now

To restrict other devices from enabling the firewalld, execute the command given below:

sudo systemctl mask firewalld --now

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 15



Prerequisites for Setting up AppViewX Cloud Connector

Executing the Prerequisite Check Script

To simplify compliance to the AppViewX Cloud Connector installation prerequisites, you can execute a

script to identify and rule out any deviations from the prerequisites.

To perform a prerequisite check:

1. After successfully logging in to the AppViewX SaaS GUI, from the top left corner of the screen, click

2. From the menu displayed, click Settings.

= /vxappviewx

CER
PKI+
Pages

Y Studio
Request
Collection
Inventory
Account
Logging

/\ Alert

gl Settings

By default, the Settings :: Device page is displayed.

3. From the left navigation pane, select AppViewX Cloud Connector.

Copyright © 2022 AppViewX, Inc. All Rights Reserved.
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Prerequisites for Setting up AppViewX Cloud Connector

= /vxappviewx 7 b
i o
DC - Device specification Syslog purge limit Script Execution Device Sync
Device Save configuration to F5 Q@
device

The Settings :: AppViewX Cloud Connector page is displayed.

4. On the Settings :: AppViewX Cloud Connector page, from the AppViewX Cloud Connector Setup

banner, place the mouse pointer over Prerequisite Check.

Cloud Connector Setup @ Learn

—

Download and run this script to

check prereguisites _ .
Click l stall the Cloud Connector in Approve the installation in this
regi ‘ 4 Script | Linux machine in your inventory to monitor and
nsti - =owork manage the Cloud Connector

+ Add Cloud Connector

5. From the dialog box displayed, click Script.

Cloud Connector Setup @ Learn

x
Download and run this script to
. check prerequisites _ , . , o
Click tall the Cloud Connector in Approve the installation in this
regi: ~ inux machine in your inventary to monitor and
inst: | =1 Seript | twork manage the Cloud Connector

The pre-requisite-check.sh script file is downloaded.
6. Securely copy the pre-requisite-check.sh via SCP/SFTP to the host machine where the AppViewX

Cloud Connector is to be installed

Copyright © 2022 AppViewX, Inc. All Rights Reserved.



Prerequisites for Setting up AppViewX Cloud Connector

7. Convert the downloaded script file into an executable file using the chmod command, as shown
below:chmod 755 pre-requisite-check.sh

8. Execute the .sh prerequisite check script file.

If the node does not meet the prerequisites for the AppViewX Cloud Connector installation, the output

of the command returns an error code and the corresponding error message, causes, and fixes, if any.

For example, as seen in the sample output in the image below, the prerequisite check for the memory
requirement has failed.

~/ s$ chmod 755 pre-requisite-check.sh

;~/Dow 5 ./pre-requisite-check.sh
* *
& performing the initial checks... L
AR R R R R R R R R R R A R R R R R A R R R A R R R R R R R R A R R R R R A A R R R R A A R A R A A R A A A AR AT R R AR AR R R R AR AT TR R AR AR Tk kdd %%
Proxy configuration details
No HTTP proxy set.
No HTTPS proxy set.

Using system proxy settings...
Performing firewall daemon check
e

Performing connectivity check...

Performing docker check...
Docker version 20.10.7, build fedf3se

performing architecture check...
Performing disk check...

Performing memory check...

t~/Downloads$ D

Note: For resolutions to the prerequisite check failure scenarios, refer the AppViewX Cloud
Connector User Guide.

Prerequisites for Setting Up the Cloud Connector using the
Virtual Image

The following sections list the system requirements that are minimum prerequisites for setting up and
operating the AppViewX Cloud Connector.

Note: If the host machine on which you want to set up the AppViewX Cloud Connector does not/
cannot fulfill the operating system, network, and Docker prerequisites (listed below), you can set

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 18
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Prerequisites for Setting up AppViewX Cloud Connector

up the AppViewX Cloud Connector via the AppViewX SaaS OVA, which is a virtual, remotely-
accessible setup bundled with the OS, system, and Docker prerequisites for the AppViewX Cloud
Connector.

To know more about the OVA and for instructions on setting up the AppViewX Cloud Connector using the
AppViewX SaaS OVA, click here.

» Hardware
« Server and Network Prerequisites

» Executing the Prerequisite Check Script

Hardware

Each AppViewX Cloud Connector instance requires the following minimum configuration:

« 4yCPU

+ 8 GB memory

+ 16 GB disk space

* X86 64 bit architecture

Server and Network Prerequisites

+ Use dedicated machines for hosting the Cloud Connector and do not install any other components on
these machines.

 Ensure the node on which the AppViewX Cloud Connector is installed has access to the enterprise’s
internal network devices.

« On the node on which the AppViewX Cloud Connector is installed, ensure that the node's clock is
synchronized with the network time using NTP or PTP.
To do this, execute the following sequence of commands:

yum install -y ntp
systemctl enable ntp

systemctl start ntp

« Ensure that the AppViewX Cloud Connector can establish connectivity with the AppViewX SaaS server
endpoints over HTTPS (port 443).

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 19



Prerequisites for Setting up AppViewX Cloud Connector

o ™
Note: In the instance a proxy being used, the proxy has to be configured as a pass-through.

N /

e ™

Note: The Cloud Connector URL to be whitelisted for connectivity can be obtained from the
Cloud Connector Settings Page of your SaaS account. Example of the AppViewX Cloud
Connector URL:

https://<example-tenant>-cc.appvx.com:443/

0 Tip: : To verify connectivity with the AppViewX SaaS servers, use the cURL utility as given
below. When connectivity has been established successfully, the command will return the
HTTP code 200.

curl -kv <<https://AppViewX SaaS server URL>>/ 2>&1 | grep 400

Note: To install the curl utility on Ubuntu, use the command given below:

apt-get install curl

Note: To install the curl utility on CentOS, use the command given below:

yum install curl

. J

« Disable the firewalld in the tenant’s node (Ubuntu) where the AppViewX Cloud Connector is to be
installed.

To check the current status of firewalld, execute the command given below:

sudo ufw status

To permanently disable firewalld, execute the command given below:

sudo ufw disable

- Disable the firewalld in the tenant’s node (CentOS and RedHat) where the AppViewX Cloud Connector
is to be installed.

To check the current status of firewalld, execute the command given below:
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sudo systemctl status firewalld --now

To permanently disable the firewalld, execute the command given below:

sudo systemctl disable firewalld --now

To restrict other devices from enabling the firewalld, execute the command given below:

sudo systemctl mask firewalld --now

Executing the Prerequisite Check Script

To simplify compliance to the AppViewX Cloud Connector installation prerequisites, you can execute a

script to identify and rule out any deviations from the prerequisites.

To perform a prerequisite check:

1. After successfully logging in to the AppViewX SaaS GUI, from the top left corner of the screen, click

2. From the menu displayed, click Settings.
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I

N/ appviewx

CERT+
PKI+
Pages
Studio
Request
Collection
= Inventory
Account

Logging

A\ Alert

Settings

By default, the Settings :: Device page is displayed.

3. From the left navigation pane, select AppViewX Cloud Connector.

= /vxappviewx
- Device specification Syslog purge limit Script Execution Device Sync
Device save configuration to FS @
device
, =

The Settings :: AppViewX Cloud Connector page is displayed.
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4. On the Settings :: AppViewX Cloud Connector page, from the AppViewX Cloud Connector Setup
banner, place the mouse pointer over Prerequisite Check.

Cloud Connector Setup

- @ Learn
Prereq _|'5®-’__'e: 3

i

X
Download and run this script to
check prerequisites
Click l stall the Cloud Connecter in Approve the installation in this
regi 4 Script | Linux machine in your inventory to monitor and
- = LE )8
nste

stwork manage the Cloud Connector

+ Add Cloud Connector

5. From the dialog box displayed, click Script.

1]

Cloud Connector Setup @ Learn

....... ek

Download and run this script to

check prerequisites _ )
tall the Cloud Connector in
inux machine in your

Approve the installation in this
regi

| ~ inventary to monitor and
— | > Script
nst -

fWork manage tne Cloud Connector

The pre-requisite-check.sh script file is downloaded.
6. Securely copy the pre-requisite-check.sh via SCP/SFTP to the host machine where the AppViewX
Cloud Connector is to be installed

7. Convert the downloaded script file into an executable file using the chmod command, as shown
below:chmod 755 pre-requisite-check.sh

8. Execute the .sh prerequisite check script file.

If the node does not meet the prerequisites for the AppViewX Cloud Connector installation, the output

of the command returns an error code and the corresponding error message, causes, and fixes, if any.

For example, as seen in the sample output in the image below, the prerequisite check for the memory
requirement has failed.
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.S chmod 755 pre-requisite-check.sh
ds$ ./pre-requisite-check.sh

* *
L performing the initial checks... w
AR R R R R R R R R R R A R R R R R A R R R A R R R R R R R R A R R R R R A A R R R R A A R A R A A R A A A AR AT R R AR AR R R R AR AT TR R AR AR Tk kdd %%
Proxy configuration details
No HTTP proxy set.
No HTTPS proxy set.

Using system proxy settings...
Performing firewall daemon check
e

Performing connectivity check...

Performing docker check...
Docker version 20.10.7, build fedf3se

performing architecture check...

Performing disk check...

Performing memory check...

Note: For resolutions to the prerequisite check failure scenarios, refer the AppViewX Cloud

Connector User Guide.
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Chapter 4. Getting Started with the AppViewX Free
Trial

For users evaluating the AppViewX SaaS solution, which enables turnkey Certificate Lifecycle
Management, ADC management and automation, and PKI, AppViewX enables two channels to onboard

you for a free trial of the product:

* via the AppViewX website
« via the AWS Marketplace
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Chapter 5: Signing Up for the Free Trial via the
AppViewX Website

» Accessing the Website Sign Up Page

« Entering Details on the Sign Up Page

» Verifying your Email

« Logging in to your SaaS Account

« Getting Started with AppViewX SaaS

« Methods to Set up the AppViewX Cloud Connector
« Working with AppViewX SaaS

Accessing the Website Sign Up Page

To sign up from the AppViewX website:

Navigate to the AppViewX Sign Up page.
The Sign Up page appears.

X appviewx SOLUTIONS ~ PRODUCTS  LEARN  COMPANY  TALK TO AN EXPERT Q REQUEST A DEMO

Sign Up for Your FREE
AppViewX Saas Trial

Enter Custom Domain* .appvx.com

Orchestrate and Transform Your Hybrid Cloud
Infrastructure Select Service Region* v Select Country*

What are you trying to solve?

Discover digital certificates
Automate certificate lifecycle management -

simplify complexity, automate visibility and centralize control
to manage identities at scale, reduce security and compliance

) . ) ) N ] By checking this box, | acknowledge that | have read and
risk and ensure application availability. reviewed the Terms of Service and Privacy Policy.

See it forward with AppVviewX! Try it all in one place now:
GET STARTED

+ Automate Certificate Lifecycle Management

* Modernize Enterprise PKI with PKlaas By

AppViewX today? rmmwmm

« Streamline Application Services Orchestration Hithere © What bringsyouta ) |
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Entering Details on the Sign Up Page

1. Enter the fields as described:

First Name* Enter your first name.

Last name* Enter your last name.

Business Email* Enter your business email address.
Company Name* Enter your company name.

Enter Custom Domain*
By default, the company name is auto-filled. Enter a custom

domain if you want to.

Select Service Region* The service region is where your SaaS account will be set up

and localized. You cannot migrate data between regions.
Select from one of the service regions:

» US (Americas)

* EMEA
« APAC
Select Country* Select the country from the dropdown list.
- ™
Note:
+ Fields marked with the asterisk (*) symbol are mandatory.
« If you are creating a free or trial account, there are email restrictions put in place for
security reasons. Email addresses from Gmail.com, Outlook.com, Yahoo.com, and other
personalized email addresses are restricted and may not be used for trial account creation
purposes.
. J

2. From the What are you trying to solve list, select the corresponding checkboxes for your
requirements.

3. To acknowledge that you have read and reviewed AppViewX's Terms of Service and their Privacy
Policy, select the By checking this box, | acknowledge... checkbox.
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4. Click Get Started.
The message, Thank you for signing up for the free trial! You will receive an email from us shortly, is

displayed.

Verifying your Email

On clicking Get Started, you will get a verification email to your registered email address. Click Verify

Email Address to get your SaaS account set-up.

Get Started With Your
AppViewX Saas Platform Trial

VERIFY YOUR EMAIL ADDRESS

. M
Note:
+ If you do not see the email in your inbox, then check the Junk/Spam folder. Whitelist the email
address so you receive all AppViewX emails in your inbox.
« Confirm your email address within 48hours.
N J

Wait for a couple of minutes until your email address is successfully verified.

Logging in to your SaaS Account

Based on the sign-up information and region, you will be notified with your SaaS account and temporary

credentials.
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1. Check your inbox for another email welcoming you to the AppViewX trial along with the login
credentials to access your free account.

A\/X appviewx

Welcome to Your Free AppViewX SaaS Trial

Hello Anurag,

Thank you fior choosing to test-drive the App\iewX Saa5 platform. Here are your

login credentials to get your 30-day trial started.

Login URL: https:ilsaas-trial-1now-01.ga.appw.comiappviewxilogin

UsSemame: anurag.sem EEFI-T.I'iE’l\'I.{-l}TI'I

Temporary Password: PIYpHREYESjFIAD SO YMERXjp

Please note that you will be prompted for a password reset after your first login.

Meed help getting started?
Check out The Getting Started Guide for all the tips and tricks you need for a

successful trialt

= Get Started Toolkit
= Visit our help center

wie are also here to help with any questions you might have along the way.
Get in touch

2. Click the SaaS account URL (for example, https://tetrik.appvx.com/appviewx/login).

You are redirected to the login page.
3. Login to your SaaS account with the credentials provided in the email.

You are asked to change the current password.
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/X appviewx

4. Reset the default credentials by choosing a new password.

(o
Note: The password must:

 Have at least one uppercase character
» Have at least one lowercase character
» Have one special character such as ~!@#$"&* -+=|()
« Have minimum of 6 characters and maximum of 24 characters
+ Not contain user name
» Not contain more than 3 same characters continuously, for example, aaa

+ Not contain blank space
N /

A message, Your password has been changed successfully. Please click here to login, appears.
. Click login.
The login page appears.
. Log in using your user name and the new password.
The AppViewX SaasS landing page is displayed. Click the Back to <product name> link to be
navigated to that product's individual interface.
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= vxappion

AppViewX Security Automation and
Orchestration Platform

Explore and Upgrade Plan

PKI+

Modernize Enterprise PKlaas

Back to PKI+

For trial extensions and sales enquires, contact us on
Lt gueriac contact yc on

Your onboarding is now complete and your account is valid for the next 30 days.

Getting Started with AppViewX SaaS

To help you get started, given below are links to the individual user guides for the AppViewX products:

* To get started with CERT+ SaaS, refer to the CERT+ SaaS User Guide.
« To get started with ADC+ Saas, refer to the ADC+ SaaS User Guide.
* To get started with PKI+, refer to the PKI+ User Guide.

Methods to Set up the AppViewX Cloud Connector

The AppViewX Cloud Connector can be set up in two ways:

* Via the Native OS

The host machine on which the AppViewX Cloud Connector has to be installed must fulfil a certain set
of prerequisites across the following categories: hardware, operating system, Docker, and server and
network. If all prerequisites are met, you can install the AppViewX Cloud Connector via the Native OS.

* Via a Virtual Image

The AppViewX Open Virtual Appliance (OVA) is a virtual, remotely-accessible setup that is bundled with
the software, network, and Docker prerequisites for installing the AppViewX Cloud Connector without

altering the OS configuration on their systems. (The .ova file that can be downloaded from here).
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« Setting up the AppViewX Cloud Connector via the Native OS
« Setting up the AppViewX Cloud Connector via a Virtual Image

Setting up the AppViewX Cloud Connector via the Native OS

You can install the AppViewX Cloud Connector interactively on the command line of the machine by

following the below instructions.

- ™
Note:
The installation occurs with the privileges of the user who begins the installation.
N J
4 )
Note: The steps for installing the AppViewX Cloud Connector via the native OS assume that
you have gone through the system requirements across the following categories: hardware,
operating system, Docker, and server and network.

N J
4 )
Note: If this AppViewX Cloud Connector installation requires configuing a proxy server, click here

for instructions.
N J
* Overview

« Step 1: Accessing the Setup Interface
« Step 2: Executing the Prerequisite Check Script
« Step 3: Installing the AppViewX Cloud Connector

Overview

The following sections list the system requirements that are minimum prerequisites for setting up and

operating the AppViewX Cloud Connector.

(g M
Note: If the host machine on which you want to set up the AppViewX Cloud Connector does not/

cannot fulfill the operating system, network, and Docker prerequisites (listed below), you can set
up the AppViewX Cloud Connector via the AppViewX SaaS OVA, which is a virtual, remotely-
accessible setup bundled with the OS, system, and Docker prerequisites for the AppViewX Cloud

Connector.
N /
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To know more about the OVA and for instructions on setting up the AppViewX Cloud Connector using the
AppViewX SaaS OVA, click here.

» Hardware
 Operating System
» Docker Prerequisites

« Server and Network Prerequisites

Hardware

Each AppViewX Cloud Connector instance requires the following minimum configuration:

« 4vCPU

* 8 GB memory

+ 16 GB disk space

* Xx86 64 bit architecture

Operating System
» Ubuntu version 20.04

» CentOS version 7.7 and 7.9

Docker Prerequisites

 Docker version 20.10.5 or above installed with non-sudo access with basic read and write permissions

[ Note: Support for rootless Docker is excluded. ]

For Docker installation instructions, refer to the links below:
* For installing the Docker Engine: https://docs.docker.com/engine/install/

* For post-installation steps for Linux: https://docs.docker.com/engine/install/linux-postinstall/
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¢« Important: In the event of a VM reboot, the Docker needs to be restarted. To configure the
Docker to restart on boot, follow the instructions given here.

« Bash shell support in the node for the installation of the AppViewX Cloud Connector Connectivity
Service

Server and Network Prerequisites

* Use dedicated machines for hosting the Cloud Connector and do not install any other components on
these machines.

« Ensure the node on which the AppViewX Cloud Connector is installed has access to the enterprise’s
internal network devices.

» On the node on which the AppViewX Cloud Connector is installed, ensure that the node's clock is
synchronized with the network time using NTP or PTP.

To do this, execute the following sequence of commands:

yum install -y ntp
systemctl enable ntp

systemctl start ntp

ite

« Ensure that the AppViewX Cloud Connector can establish connectivity with the AppViewX SaaS server

endpoints over HTTPS (port 443).

(

N

. M
Note: In the instance a proxy being used, the proxy has to be configured as a pass-through.
J
i )
Note: The Cloud Connector URL to be whitelisted for connectivity can be obtained from the
Cloud Connector Settings Page of your SaaS account. Example of the AppViewX Cloud
Connector URL:
https://<example-tenant>-cc.appvx.com:443/
J
e M
e Tip: : To verify connectivity with the AppViewX SaaS servers, use the cURL utility as given
below. When connectivity has been established successfully, the command will return the
HTTP code 200.
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0 curl -kv <<https://AppViewX SaaS server URL>>/ 2>&1 | grep 400
- J

. M
Note: To install the curl utility on Ubuntu, use the command given below:

apt-get install curl
. J

o ™
Note: To install the curl utility on CentOS, use the command given below:

yum install curl

. J

+ Disable the firewalld in the tenant’s node (Ubuntu) where the AppViewX Cloud Connector is to be

installed.

To check the current status of firewalld, execute the command given below:

sudo ufw status

To permanently disable firewalld, execute the command given below:

sudo ufw disable

« Disable the firewalld in the tenant’s node (CentOS and RedHat) where the AppViewX Cloud Connector
is to be installed.

To check the current status of firewalld, execute the command given below:

sudo systemctl status firewalld --now

To permanently disable the firewalld, execute the command given below:

sudo systemctl disable firewalld --now

To restrict other devices from enabling the firewalld, execute the command given below:

sudo systemctl mask firewalld --now
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Step 1. Accessing the Setup Interface

In order to set up the AppViewX Cloud Connector instance, you will need to login to the connectivity
service’s user interface. The following steps will outline the navigation and steps required to access the
AppViewX Cloud Connector's setup interface.

e Important: As an additional layer of security, AppViewX issues client certificates to access the
AppViewX GUI. The client certificate will be made available as part of the onboarding process.
Upload this client certificate to the browser to start accessing the product.

1. Enter your SaaS account URL (for example, https://tenant-name.appvx.com/appviewx/login) in the

address bar of your browser.
The AppViewX SaasS login page is displayed.

2. Using the credentials sent as part of the Welcome email, login to the AppViewX SaasS.
The AppViewX SaaS landing page is displayed.

o q q 9 .
Note: The landing page differs based on a selected AppViewX SaaS product. The following
image shows ADC+ landing page.
= appionx ———) -
ADC+
SEIEIIEY Get started with ADC+ Explore Solutions
%7 GETSTARTED B
Connectivity R & Traffic Management [E Governance and Compliance
ol TRAFFIC MANAGEMENT Device Management G Blue Green Deployment ® [ Access Control ® B
Dathboarde Canary Deployment ® Config Compliance & Upgrades ® (B
Configuration Management vd
App Search O Disaster Recovery 2} F5 BIG-IP Automation
G B ey <
Application Visibility Configuration Drift & Compare ® B F5BIG-P ZTP R
ASSET MANAGEMENT Self Service % Automated Backup ® B F5 BIG-IP GTM Automation &
Device Inventory Configuration Restore ® [ F5 BIG-IP LTM Automation [3)
F5 BIG-IP AS3 Automation [3)
Onboard Device
Device G 5
bl Downloads Document & Guides 1
Do more with
AppViewX
CONFIG MANAGEMENT Connectivity ADC+ Guides Platform & Solution Guides
Backup Configuration & Cloud Connector OVA &, ADC+ Admin Guide &) Getting Started Guide @ TrUCRRTS o ity s,
enterprise-wide certificate lifecycle
. ADC+ User Guide @ Platform API Guide B management
Restore Configuration
Q) ADC+ API Guide B Platform User Guide @ Try PKI+ to replace an internal CA
~~ Compare Configuration with highly-scalable PKI as a
Reporting User Guide B service

Automation User Guide [

.._)
3. Click - located beside the SetUp Cloud Connector under the Connectivity section.
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= /vxappiew == > o

ADC+
Q8 Sescn ey Get started with ADC+ Explore Solutions
%9 GETSTARTED o
raffic Management = Governance and Compliance
Connectivity ~ % Traffic Manag [EX d Compli
ol TRAFFIC MANAGEMENT - Setup Cloud Connector Blue Green Deployment ® [ Access Control ® B
tivity to the Enterprise’s i
Dashboards " Canary Deployment ® (3 Config Compliance & Upgrades ® [B
App Search 4 OVA  [Q Guide @ Tour O Disaster Recovery £ F5 BIG-IP Automation
Configuration Drift & Compare ® [3 F5BIG-IP ZTP[Q
Device Management ad
ASSETMANAGEMENT o Automated Backup ® @ F5 BIG-IP GTM Automation (3
Device Inventory Configuration Management ~ Configuration Restore ® [ F5 BIG-IP LTM Automation 3
) F5 BIG-IP AS3 Automation &)
Onboard Device Annlication Visibilitv v
Device Goup Downloads Document & Guides b
Do more with
AppViewX
CONFIG MANAGEMENT Connectivity ADC+ Guides Platform & Solution Guides
Backup Configuration & Cloud Connector OVA &, ADC+ Admin Guide & Getting Started Guide @ T CERTs o Il st
enterprise-wide certificate lifecycle
PR S— ADC+ User Guide @ Platform API Guide (3 management
'9 ADC+ API Guide B Platform User Guide [ Try PKI+ to replace an internal CA
=~ Compare Configuration with highly-scalable PKI as a
Reporting User Guide [B) service

Automation User Guide (21

Redirected to the Settings :: Cloud Connector page.

Step 2: Executing the Prerequisite Check Script

To simplify compliance to the AppViewX Cloud Connector installation prerequisites, you can execute a

script to identify and rule out any deviations from the prerequisites.

To perform a prerequisite check:

1. After successfully logging in to the AppViewX SaaS GUI, from the top left corner of the screen, click

2. From the menu displayed, click Settings.
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I

N/ appviewx

CERT+
PKI+
Pages
Studio
Request
Collection
= Inventory
Account

Logging

A\ Alert

Settings

By default, the Settings :: Device page is displayed.

3. From the left navigation pane, select AppViewX Cloud Connector.

= /vxappviewx
- Device specification Syslog purge limit Script Execution Device Sync
Device save configuration to FS @
device
, =

The Settings :: AppViewX Cloud Connector page is displayed.
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4. On the Settings :: AppViewX Cloud Connector page, from the AppViewX Cloud Connector Setup
banner, place the mouse pointer over Prerequisite Check.

Cloud Connector Setup

- @ Learn
Prereq _|'5®-’__'e: 3

i

X
Download and run this script to
check prerequisites
Click l stall the Cloud Connecter in Approve the installation in this
regi 4 Script | Linux machine in your inventory to monitor and
- = LE )8
nste

stwork manage the Cloud Connector

+ Add Cloud Connector

5. From the dialog box displayed, click Script.

1]

Cloud Connector Setup @ Learn

....... ek

Download and run this script to

check prerequisites _ )
tall the Cloud Connector in
inux machine in your

Approve the installation in this
regi

| ~ inventary to monitor and
— | > Script
nst -

fWork manage tne Cloud Connector

The pre-requisite-check.sh script file is downloaded.
6. Securely copy the pre-requisite-check.sh via SCP/SFTP to the host machine where the AppViewX
Cloud Connector is to be installed

7. Convert the downloaded script file into an executable file using the chmod command, as shown
below:chmod 755 pre-requisite-check.sh

8. Execute the .sh prerequisite check script file.

If the node does not meet the prerequisites for the AppViewX Cloud Connector installation, the output

of the command returns an error code and the corresponding error message, causes, and fixes, if any.

For example, as seen in the sample output in the image below, the prerequisite check for the memory
requirement has failed.
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s$ chmod 755 pre-requisite-check.sh

s$ ./pre-requisite-check.sh
* *
L performing the initial checks... w
AR R R R R R R R R R R A R R R R R A R R R A R R R R R R R R A R R R R R A A R R R R A A R A R A A R A A A AR AT R R AR AR R R R AR AT TR R AR AR Tk kdd %%
Proxy configuration details
No HTTP proxy set.
No HTTPS proxy set.

Using system proxy settings...
Performing firewall daemon check
e

Performing connectivity check...

Performing docker check...
Docker version 20.10.7, build fedf3se

performing architecture check...
Performing disk check...

Performing memory check...

t~/Downloads$ D

[ Note: For resolutions to the prerequisite check failure scenarios, click here. ]

Step 3: Installing the AppViewX Cloud Connector

The process of deploying the AppViewX Cloud Connector involves the steps listed below. The substeps
for each of these steps are outlined in the subsequent sections.

« Downloading the Installer

« Installing the AppViewX Cloud Connector Agent

 Reviewing the Installation

Downloading the Installer

To set up an instance of the AppViewX Cloud Connector, you are required to create an installer (for each
AppViewX Cloud Connector you want to set up). The steps below outline how you can register and create

a downloadable AppViewX Cloud Connector installer package.

) ) + Add Cloud Connector
1. From the Settings :: Cloud Connector page, click

The Add Cloud Connector action pane is displayed.
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Add Cloud Connector x

* Cloud Connector Mame @

* Data center

Note: AppViewX CLMaaS internally has a default data center name “cloud-dc’ for direct
communications to cloud services and its recommended not to use this data center

name Tor new cloud connectors onboarded.

* TLS Authentication (@ ® Auto- (O Custo
generate m
Use proxy
Secret key
Afc87604-1807-43d6-bb89-558903fdf366 il

Please copy and store the Hash key safely. You will need it during the Cloud Connector installation.

2. Inthe Add Cloud Connector action pane, enter the following details (sample values are shown in an

image below the table):

Field Description

Cloud FQDN of the machine where the AppViewX Cloud Connector is to be installed
Connector
Name*

Data center* | Name of the data center where the AppViewX Cloud Connector is to be installed

Note: The AppViewX SaaS, internally, has a default data center named
cloud-dc, for direct communications to cloud services. It is recommended
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Field Description

,', that you do not this data center name for new the AppViewX Cloud
Connectors onboarded.

TLS » To auto-generate a TLS certificate, select Auto-generate (default selection).

Authentication
Automatically, the certificate is generated using the AppViewX CA.

o ™
Note: The created certificate is available in the certificate inventory. You

can:

« Assign this certificate to a certificate group

« Configure a certificate expiry alert for this certificate group from the
Server Certificate dashboard, using the Certificate Summary Report

widget settings
- /

» To enter details of a custom TLS certificate, select Custom.

The TLS Certificate Password and Custom TLS Certificate fields are

displayed. The instructions for filling these fields are given below.

TLS
Certificate Note: This field is displayed only if you have selected to enter details of a
Password* Custom TLS certificate in the TLS Authentication field.
Password of the TLS certificate (that will be uploaded in the next step)
o ™\
Note: This is a mandatory field if a Custom TLS certificate is uploaded.
AppViewX supports only password-protected Custom TLS certificates.
- J
Custom TLS - ~
Certificate Note: This field is displayed only if you have selected to enter details of a
Custom TLS certificate in the TLS Authentication field.
- J

To upload a custom TLS certificate:

a. To navigate to the location of the custom TLS certificate, click within the field.

b. Select the certificate file.
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Field Description

c. Click Open.

d. To upload the custom TLS certificate selected, click Upload.

Note: AppViewX supports only password-protected Custom TLS

Certificates.

Use proxy

A proxy server is required if the AppViewX Cloud Connector is unable to connect to

your endpoints available in the internet.
To use a proxy server for the deployment:
a. Select the Use proxy checkbox.

b. To select a preconfigured proxy (for the selected data center), from the Select

Proxy dropdown list, select a proxy server.
OR
To create a new proxy server setting:

a Use the “ICE0EE ootion shown below the Select Proxy dropdown list.

b. For steps to create a new proxy server setting, click here.

Secret key

A unique key for the AppViewX Cloud Connector installation

Click - to copy this key and save it in a safe place.

Note: Ensure that the secret key is copied and stored safely before you
click Register. If you don't, the key is lost forever. For security reasons, the

key is not stored within the product.

3. To register the above AppViewX Cloud Connector configuration, click Register.

Details of this AppViewX Cloud Connector are added in the inventory details table, which is explained

in detail here.
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Viewlog  Action LS Certificate  Proxy Last Heartbeat © Registered On SHA256 Checksum O

The AppViewX Cloud Connector’s health is also analyzed and, accordingly, the health indicator is

displayed before the Cloud Connector Name.

4. To download the installation package, for the AppViewX Cloud Connector, click

5. In the Confirmation Message dialog box, click Yes.

The download progress is shown using a progress bar.

Installing the AppViewX Cloud Connector Agent

™

Note: The following steps assume that:

+ All system prerequisites are fulfilled by the host machine.

» The AppViewX Cloud Connector installer (downloaded in the above step) is securely copied via
SCP/SFTP to the host machine where the AppViewX Cloud Connector is to be installed.

» The Secret Key received is kept handy for installation.

J

1. To extract the installer, from the downloaded package, extract the tar.gz file using the command given

below: tar -zxvf <filename>.tar.gz

For example: tar - zxvf pesrv07-test-94-99-appviewx-appviewx-net-cloud-connector.tar.gz

2. On the node where the AppViewX Cloud Connector agent will be installed, from the extracted

installation package, run the ./install.sh script.

The script will run the prerequisites check once again.

3. On successful verification of the prerequisites, you will be prompted to enter the Secret Key (rendered

during the Downloading the Installer process).

On entering the Secret Key, the installation will proceed. Installation logs, according to the outcome of

the installation, are displayed. A sample installation log is shown below.

Loaded image: rancher/k3s:v1.23.3-k3s1
Loaded image: rancher/k3d-tools:5.2.2

Loaded image: rancher/mirrored-pause:3.6

[36mINFO[Om[0000] [SimpleConfig] Hostnetwork selected - disabling injection of docker host into the cluster, server load balancer and setting the api port to

the k3s default
[33mWARN[OmM[0000] No node filter specified

[33mWARN[OmM[0000] No node filter specified
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[33mWARN[OmM[0000] No node filter specified

[36mINFO[Om[0000] Prep: Network

[36mINFO[0Om[0000] Re-using existing network ‘host' (8bebb4ae61001f74487d0aa6b315396405d0127¢938da1206614d113295ae139)
[36mINFO[Om[0000] Created volume 'k3d-cc-images'

[36mINFO[Om[0000] Starting new tools node...

[36mINFO[Om[0000] Starting Node 'k3d-cc-tools'

[36mINFO[Om[0001] Creating node 'k3d-cc-server-0'

[36mINFO[0m[0001] Using the k3d-tools node to gather environment information

[36mINFO[0Om[0001] Starting cluster ‘cc'

[36mINFO[Om[0001] Starting servers...

[36mINFO[Om[0001] Starting Node 'k3d-cc-server-0'

[36mINFO[Om[0033] All agents already running.

[36mINFO[Om[0033] All helpers already running.

[36mINFO[0m[0033] Cluster ‘cc' created successfully!

[36mINFO[0m[0034] You can now use it like this:

kubectl cluster-info

Cluster setup is completed. Will start the deployment shortly...

Importing the required images...

[36mINFO[Om[0000] Importing image(s) into cluster ‘cc'

[36mINFO[Om[0000] Importing images from 1 tarball(s)...

[36mINFO[0m[0000] Importing images ‘[/home/appviewx/CCTEST/deps/tools/mid-server-docker-image/avx-mid-server-base-22.1.0.0.tar]' into node
'k3d-cc-server-0'...

[36mINFO[0m[0024] Successfully imported image(s)

[36mINFO[0m[0024] Successfully imported 1 image(s) into 1 cluster(s)

Import in progress...

[36mINFO[0m[0000] Importing image(s) into cluster ‘cc'

[36mINFO[Om[0000] Importing images from 1 tarball(s)...

[36mINFO[Om[0000] Importing images ‘[/home/appviewx/CCTEST/deps/tools/mid-server-docker-image/k3d-tools-5.2.2.tar]" into node 'k3d-cc-server-0'...
[36mINFO[0m[0005] Successfully imported image(s)

[36mINFO[Om[0005] Successfully imported 1 image(s) into 1 cluster(s)

Import in progress...

[36mINFO[0m[0000] Importing image(s) into cluster ‘cc'

[36mINFO[Om[0000] Importing images from 1 tarball(s)...

[36mINFO[Om[0000] Importing images ‘[/home/appviewx/CCTEST/deps/tools/mid-server-docker-image/rancher-mirrored-coredns-coredns-1.8.6.tar]' into
node 'k3d-cc-server-0'...

[36mINFO[0m[0007] Successfully imported image(s)

[36mINFO[0m[0007] Successfully imported 1 image(s) into 1 cluster(s)
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[36mINFO[Om[0000] Importing image(s) into cluster ‘cc'

[36mINFO[Om[0000] Importing images from 1 tarball(s)...

[36mINFO[Om[0000] Importing images ‘[/home/appviewx/CCTEST/deps/tools/mid-server-docker-image/rancher-local-path-provisioner-v0.0.21.tar]' into node
'k3d-cc-server-0'...

[36mINFO[0m[0004] Successfully imported image(s)

[36mINFO[0m[0004] Successfully imported 1 image(s) into 1 cluster(s)

[36mINFO[Om[0000] Importing image(s) into cluster ‘cc'

[36mINFO[Om[0000] Importing images from 1 tarball(s)...

[36mINFO[0Om[0000] Importing images ‘[/home/appviewx/CCTEST/deps/tools/mid-server-docker-image/rancher-mirrored-pause-3.6.tar]' into node
'k3d-cc-server-0'...

[36mINFO[0m[0003] Successfully imported image(s)

[36mINFO[Om[0003] Successfully imported 1 image(s) into 1 cluster(s)

Deploying the Cloud Connector...

NAME: avx-mid-server-starter

LAST DEPLOYED: Mon May 30 15:51:13 2022

NAMESPACE: cc

STATUS: deployed

REVISION: 1

NOTES:

1. It may take a couple of minutes for the Cloud Connector to be up.

kubectl get pod --namespace cc

* Congratulations!!! The installation completed successfully. *

* Please wait till the Cloud Connector is up and running. *

(1%) Cloud Connector status: Running

[32m Cloud Connector is up and running. (B[m

o Troubleshooting: For installation errors, refer to the Troubleshooting section.

The AppViewX Cloud Connector consists of two important components—the starter plugin and the
platform. The starter plugin component is installed along with the AppViewX Cloud Connector, in the
same installation process.

When installed, the starter plugin is used to initiate the download of the platform component. The

platform component is used to host business use cases related to the AppViewX Cloud Connector.

When the platform component download is in progress, it is indicated by the “=' symbol prefixed
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to the platform component version number in the AppViewX Cloud Connector inventory details

&) 21.1.0.0 . A completed download/upgrade is indicated by the *2/ symbol in the same location

) 21.1.01

Note: Based on the internet bandwidth and the number of cloud connectors being installed,

the downloading of the cloud connector may vary between 5 to 15 minutes.

Reviewing the Installation

After the agent is successfully installed on the Linux machine, the agent can approve or reject the
installation.

Note: The Approve and Reject buttons are displayed only after the AppViewX Cloud Connector
agent has been downloaded.

To approve/reject the installation:

@ Approve |/| @ Reject |

From the Action field, click

If the installation has been approved, the AppViewX Cloud Connector is moved to the Running state. If
the AppViewX Cloud Connector has been Rejected, the details of the AppViewX Cloud Connector are

removed from the inventory.

o Troubleshooting: If the AppViewX Cloud Connector instance has been approved but is not
moved to the Running state, you can check the pod status and/or restart the pod(s), as
required.

Setting up the AppViewX Cloud Connector via a Virtual Image

The AppViewX Virtual Image is an Open Virtual Appliance (OVA) that is bundled with the software,
network, and Docker prerequisites for installing the AppViewX Cloud Connector without altering the OS
configuration on their systems.

[ Note: The AppViewX SaaS OVA is CIS benchmarked. ]
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The AppViewX SaaS OVA offers the following advantages:

» Built with CentOS version 7.9
» Docker 20.10.5 pre installed with all required permissions
» Hardened OVA with all security issues addressed

. M
Note: Detailed instructions for updating the AppViewX virtual image from the AppViewX
repository are documented here.

N /
. M
Note: If this AppViewX Cloud Connector installation requires configuing a proxy server, click here

for instructions.

- J

To set up the AppViewX Cloud Connector via a virtual image:
« Step 1: Deploying the AppViewX OVA

 Step 2: Accessing the Setup Interface

« Step 3: Executing the Prerequisite Check Script

« Step 4: Installing the AppViewX Cloud Connector

Step 1: Deploying the AppViewX OVA

[ Note: If the node meets all the software, network, and Docker prerequisites, skip this step. ]

« Downloading the OVA Release Package
« Installing the AppViewX OVA

Downloading the OVA Release Package
From the download URL, download the release package in the OVA format.

Installing the AppViewX OVA

1. Login to the vmware client.
2. From the Navigation pane on the left, right click Virtual Machines.
3. Click Create/Register VM.
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Recent tasks

> (Rl G Search -
“% Navigator 1 || & it-storage-srv01 - Virtual Machines
~ [ Host
Manage 45 Create / Register VM | @ Refrash (@ search
Monitor (.| Virtual machine ~ | Stalus ~ Usedspace ~ | Guest0S ~ | Host name ~ | Host CPU ~ | Hostmemory ~
2 a e Ne virtual machines
(51 Virtual machines
B storage P——— o No items to display
@ Networking h Create/Register
9 Open in new window

Task

~ | Target ~  Initiator

~ | Queued

~ Started

~ Result a

L

| Completed v v

The New Virtual machine window is displayed.

4. From the navigation pane in the left, select Select creation type.

#1 New virtual machine

R4 1 Select creation type k
2 Select a name and guést 0S
3 Select storage

4 Customize settings
5 Ready to comple

Select creation type

How would you like to create a Virtual Machine?

Create a new virtual machine
Deploy a virtual machine from an OVF or OVA file

Register an existing virtual machine

This option quides you through creating a new virtual
machine. You will be able to customize processors, memory,
network connections, and storage. You will need to install a
guest operating system afler creation.

Finish

5. In the Select creation type window, select the Deploy a virtual machine from an OVA or OVF file

option.
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‘TH New virtual machine

v (ECIEIITI  Select creation type

2 Select OVF and VMDK files How would you like to create a Virtual Machine?
3 Select storage

4 License agreements . . . .
Create a new virtual machine This option guides you through the process of creating a

5 Deployment opti virtual machine from an OVF and VMDK files.
6 Additional

Deploy a virtual machine from an OVF or OVA file

Register an existing virtual machine

6. Click Next.
7. In the Select OVF and VMDK files window:

?il New virtual machine - test-cc-deployment

v 1 Select creation type Select OVF and VMDK files

2 Select OVF and VMDK files Select the OVF and VMOK files or OVA for the VM you would like to deploy

3 Select storage
4 License agreements

Enter a name for the virtual machine.

test-cc-deploymen
6 Additional | ploymen

Virtual machine names can contain up to 80 characters and they must be unigue within each ESXi instance.

Click to select files or drag/drop

a. Enter a name for the virtual machine.
For the purpose of this document, we will name it test-cc-deployment.

b. In the Click to select files or drag/drop area, click and, from the file explorer, navigate to the
location of the file, select the file, and click Open.
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9. In the Select storage window, from the available options, select a datastore for storing the virtual

machine's files and all of its virtual disks.

ﬁl New virtual machine - test-cc-deployment

+ 1 Select creation type
+ 2 Select OVF and VMDK files
3 Select storage

4 License agreements

5 Deployment optig
6 Additional

10. Click Next.

Select storage

Select the storage type and datastore

Persistent Memory

Select a datastore for the virtual machine's configuration files and all of its virtual disks.

MName ~ Capacity ~ Free ~ | Type -
SSD 2445 GB 23885GB | VMFS6
VMStore 93125GB  92121GB  VMFS5

Thin pro...~  ACCess

Supported Single
Supported Single

2 items

11. In the Deployment options window:

?il New virtual machine - test-cc-deployment

o

+ 1 Select creation type
+ 2 Select OVF and VMDK files
+ 3 Select storage
L 4 Deployment options
5 Ready to comple

Deployment options

Select deployment options

Network mappings VM Network_192.168.31x
HS data

Disk provisioning @® Thin O Thick

Power on automatically
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a. Select the network mapping.
b. Select the disk provisioning required.
c. Select the Power on automatically checkbox.
12. Click Next.
13. In the Ready to complete window, review your settings.

ﬁ New virtual machine - test-cc-deployment

+ 1 Select creation type
+ 2 Select OVF and VMDK files

Ready to complete

Review your settings selection before finishing the wizard

+ 3 Select storage
+ 4 Deployment options

BT 5 Ready to complete Product CENTOS_CC_BASE_VM
VM Mame test-ce-deployment
Files centos_cis_compilant_cc-disk1.vmdk
Datastore VMStore
Provisioning type Thin

Network mappings VM Network_192.168.31.x: HS data

Guest OS5 Name Unknown

oy
' Do not refresh your browser while this VM is being deployed.
e

14. Click Finish.
 The progress of the OVA deployment is shown in the Recent Tasks section.

Recent tasks

Task ~ | Target ~ Initiator ~  Queued ~ | Started ~ Result &

Upload disk - centos_cis_compilant_co-dis {51 test-co-deployment root 04/23/2022 02:43:44 041232022 02:43:44

Create WM wm 04/23/2022 02:42:43 04/23/2022 02:42:42

Import VApp Resources root 04/23/2022 02:42:43 04/23/2022 02:42:43

Q@ completed successully

—— R

~ | Completed v

— R

04/23/2022 02:42:45

Recent tasks =
Task ~ Target ~ | Initiator ~ | Queued ~ | Started ~ | Result a ~ | Completed » ~
Upload disk - centos_cis_compilant_co-dis... (5] test-co-deployment roct 04/23/2022 02:43:44 04/23/2022 02:43:44 @ Completed successfully 04/23/2022 03:21:40
Import VApp Resources. root 04/23/2022 02.42:43 04/23/2022 02:42.43 ° Completed successfully 04/23/2022 03:20:48
Create VM wvm 04/23/2022 02:42:43 04/23/2022 02:42:43 o Completed succesafully 04/23/2022 02:42:45
Power On WM Ej test-co-deployment root 04/23/2022 03:20:48 04/23/2022 03:20:48 o Completed succesafully 04/23/2022 03:20:52
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« On successful completion of the OVA deployment, the new virtual machine is displayed in the Virtual

Machines inventory. For each virtual machine in the inventory, the following details are displayed:

vmware Esxi root@192.168.99.191 ~ | Help ~ | (eREEE
“Ts Navigator (%1 itstorage-srv01 - Virtual Machines
~ [ Host
Manegs Tl Create / Register Vi | | & Refesh | (. search
Monitor (.| virtual machine ~ | Status v Usedspace ~ | GuestOS ~ | Hostname ~ | Host CPU ~ | Hostmemeory
& Virtual Machines . . & test-cc-deployment @ Normal | 10.57 GB CentOS 7 (64-bit) Unknown 0 MHz 0MB
St B
8 storage Quickfiers... v 1items
€3 Networking

Recent tasks

Task ~ | Target ~ | Initiator ~ | Queued ~ | Started ~ | Result & ~ | Completed v ~
Upload disk - centos_cis_compilant_co-dis... | (51 test-co-depiayment oot 04222022 02.43.44 04232022 02:43:44 @ Completed successfully 04/23/2022 03:21:40
Import ViAop Resources raot 047222022 02:42:43 o: 2 02:42:43

Create VM wm 047222022 02:42:43 o 2 024243

Powsr On Wi (51 test-codepioyment raot 047222022 03:20:48 04/23/2022 03:20:48

15. From the Virtual Machines inventory, click the virtual machine just added.
The terminal window for the virtual machine is displayed. The script for configuring the network IP is
executed automatically.

16. To configure the IP address, when prompted, enter the required values for the following requested

parameters:

IPADDR = XXX.XXX.XXX.XXX

NETMASK = XXX.XXX.XXX.XXX

GATEWAY = XXX.XXX.XXX.XXX

For example, refer to the sample screenshot below:
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CC_NW_TESTING

Provide the regu
Enter ip address

inter netmask
Enter gateway IF

Information Provided
URIRIRIRIRIRE R BRI R R R R bR b g
i IPn

URIRIRIR IR R RIRIRIRIRR AR R R R R bR g

Proceed [Y-N]

.I.'

[ ce suc ‘u disconnected.

Connection succ L ict (D-Bus active path:

ould not set prop on timed out
eed to configure

nter hostname fgdn

17. To configure the hostname and the DNS, when prompted, press Y. If you prefer to configure the
hostname and DNS manually, to skip this step, press N.
18. To configure an NTP server(s):

a. When prompted, Do you want to configure ntpd server (default public server)press Y.

esolv.conf conf .
Do you want to configure nt r (default public server) [Y-N]

nter the number of ser

nter server 1 ip -

b. Enter the number of NTP servers to be configured.
c. For the number of servers entered above, enter the IP address of each NTP server on a new line.
d. To update the ntp.conf file with the IP addresses provided above, press Y.
19. After the script is executed, to login to the VM, when prompted, use one of the following set of
credentials:
* For the appviewx user
» Username: appviewx
» Password: XApp23

* For the root user:
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Note: The root user access is required for maintaining the OS configuration and for patching

security updates.

« Username: root
» Password: PIMQaz23

[ Note: It is recommended that, after the first login, please change the default credentials. }

20. To check if the Docker is up and running, execute the command: systemctl status docker.
If the Docker status is active (running), as shown in the screenshot below, it means that the OVA has

been deployed successfully.

appviewx@ccnode ~]$ systemctl status docker

docker.service — Docker Application Container Engine
Loaded: loaded (/usr/lib/systemd/system/docker.service; enabled; vendor preset: disabled)
Active: since Tue 2022-06-14 06:08:50 EDT; 6 days ago

Docs: https://docs.docker.com
Main PID: 1540 (dockerd)
CGroup: /system.slice/docker.service
L1540 fusr/bin/dockerd -H fd:// —-containerd=/run/containerd/containerd.sock

L N
Note: To check if the Docker is accessible to the appviewx user, execute the following
command:
docker image Is
If the command does not return an error, it means that the Docker is accessible to the
appviewx user:
N /

Step 2: Accessing the Setup Interface

In order to set up the AppViewX Cloud Connector instance, you will need to login to the connectivity
service’s user interface. The following steps will outline the navigation and steps required to access the

AppViewX Cloud Connector's setup interface.
! Important: As an additional layer of security, AppViewX issues client certificates to access the

AppViewX GUI. The client certificate will be made available as part of the onboarding process.

Upload this client certificate to the browser to start accessing the product.
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1. Enter your SaaS account URL (for example, https://tenant-name.appvx.com/appviewx/login) in the

address bar of your browser.
The AppViewX SaasS login page is displayed.

2. Using the credentials sent as part of the Welcome email, login to the AppViewX SaaS.
The AppViewX SaasS landing page is displayed.

i I
Note: The landing page differs based on a selected AppViewX SaaS product. The following

image shows ADC+ landing page.

= viappviowx o — — ] " o

ADC+
L= e Get started with ADC+ Explore Solutions
%9 GETSTARTED o
Connectivity 2 & Traffic Management [£ Governance and Compliance
ol TRAFFIC MANAGEMENT Device Management & Blue Green Deployment ® B Access Control ® B
Datroae Canary Deployment ® 3 Config Compliance & Upgrades ® [B
Configuration Management v
App Search O Disaster Recovery £ F5 BIG-IP Automation
Application Visiblllty i Configuration Drift & Compare ® B F5BIG-IP ZTPD
ASSETMANAGEMENT Self Service & Automated Backup ® [ F5 BIG-IP GTM Automation [
Device Inventory Configuration Restore ® [ F5 BIG-IP LTM Automation [
F5 BIG-IP AS3 Automation 3
Onboard Device
Device Goup Downloads Document & Guides g
Do more with
AppViewX
CONFIG MANAGEMENT Connectivity ADC+ Guides Platform & Solution Guides
Backup Configuration & Cloud Connector OVA &, ADC+ Admin Guide [ Getting Started Guide [ TRAERTE il o
enterprise-wide certificate lifecycle
PR — ADC+ User Guide @ Platform API Guide @ management
,g) ADC+ API Guide B Platform User Guide [ Try PKI+ to replace an internal CA
Compare Configuration with highly-scalable PKI as a
Reporting User Guide ) service

Automation User Guide [2)

>
3. Click - located beside the SetUp Cloud Connector under the Connectivity section.
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men Get started with ADC+ Explore Solutions
%9 GETSTARTED o
Connectivity = & Traffic Management [ Governance and Compliance
ol TRAFFIC MANAGEMENT - Setup Cloud Connector Blue Green Deployment ® [ Access Control ® B
tivity to the Enterprise’s i
Dochbosrs ; Canary Deployment ® 3 Config Compliance & Upgrades ® [B
App Search 4 OVA  [Q Guide @ Tour O Disaster Recovery £ F5 BIG-IP Automation
Configuration Drift & Compare ® [3 F5BIG-IP ZTP[Q
Device Management ad
ASSETMANAGEMENT o Automated Backup ® @ F5 BIG-IP GTM Automation (3
Device Inventory Configuration Management ~ Configuration Restore ® B F5 BIG-IP LTM Automation [3)
) F5 BIG-IP AS3 Automation &)
Onboard Device Annlication Visibilitv v
Device Goup Downloads Document & Guides b
Do more with
AppViewX
CONFIG MANAGEMENT Connectivity ADC+ Guides Platform & Solution Guides
Backup Configuration & Cloud Connector OVA &, ADC+ Admin Guide & Getting Started Guide @ T CERTs o Il st
enterprise-wide certificate lifecycle
PR S— ADC+ User Guide @ Platform API Guide (3 management
'9 ADC+ API Guide [ Platform User Guide [ Try PKI+ to replace an internal CA
=~ Compare Configuration with highly-scalable PKI as a
Reporting User Guide [B) service

Automation User Guide (21

Redirected to the Settings :: Cloud Connector page.

Step 3: Executing the Prerequisite Check Script

To simplify compliance to the AppViewX Cloud Connector installation prerequisites, you can execute a
script to identify and rule out any deviations from the requirements.

To perform a prerequisite check:

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 57




Signing Up for the Free Trial via the AppViewX Website

1. After successfully logging in to the AppViewX SaaS GUI, from the top left corner of the screen, click

1l

/X appviewx

CERT+
PKIl+
Pages
Studio
Request
Collection
Inventory
Account

Logging

A\ Al

[yl Settings
2. From the menu displayed, click Settings.

By default, the Settings :: Device page is displayed.

3. From the left navigation pane, select AppViewX Cloud Connector.
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= /vxappviewx 7 b
Device [w]
DC - Device specification Syslog purge limit Script Execution Device Sync
Device Save configuration to F5 Q@
device

The Settings :: AppViewX Cloud Connector page is displayed.

4. On the Settings :: AppViewX Cloud Connector page, from the AppViewX Cloud Connector Setup

banner, place the mouse pointer over Prerequisite Check.

Floud Connector Setup @ Learn

eq .l's@f'e:;

Download and run this script to

check prereguisites _ .
Click l stall the Cloud Connector in Approve the installation in this
regi ‘ 4 Script | Linux machine in your inventory to monitor and
nsti - =owork manage the Cloud Connector

+ Add Cloud Connector

5. From the dialog box displayed, click Script.

Cloud Connector Setup @ Learn

x
Download and run this script to
. check prerequisites _ , . , o
Click tall the Cloud Connector in Approve the installation in this
regi: ~ inux machine in your inventary to monitor and
inst: | =1 Seript | twork manage the Cloud Connector

The pre-requisite-check.sh script file is downloaded.
6. From the command line interface, navigate to the node where the AppViewX Cloud Connector will be

installed.
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7. Convert the downloaded script file into an executable file using the chmod command, as shown
below:chmod 755 pre-requisite-check.sh

8. Execute the .sh prerequisite check script file.

If the node does not meet the prerequisites for the AppViewX Cloud Connector installation, the output

of the command returns an error code and the corresponding error message, causes, and fixes, if any.

For example, as seen in the sample output in the image below, the prerequisite check for the memory
requirement has failed.

$ chmod 755 pre-requisite-check.sh
] oW ds$ . /pre-requisite-check.sh

* *
L performing the initial checks... w
AR R R R R R R R R R R A R R R R R A R R R A R R R R R R R R A R R R R R A A R R R R A A R A R A A R A A A AR AT R R AR AR R R R AR AT TR R AR AR Tk kdd %%
Proxy configuration details

No HTTP proxy set.

No HTTPS proxy set.

Using system proxy settings...
Performing firewall daemon check
e

Performing connectivity check...

Performing docker check...
Docker version 20.10.7, build fedf3se

performing architecture check...
Performing disk check...

Performing memory check...

t~/Downloads$ D

Note: For resolutions to the prerequisite check failure scenarios, click here.

Step 4: Installing the AppViewX Cloud Connector
The process of deploying the AppViewX Cloud Connector involves the steps listed below. The substeps
for each of these steps are outlined in the subsequent sections.

« Downloading the Installer
« Installing the AppViewX Cloud Connector Agent

 Reviewing the Installation
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Downloading the Installer
To set up an instance of the AppViewX Cloud Connector, you are required to create an installer (for each
AppViewX Cloud Connector you want to set up). The steps below outline how you can register and create

a downloadable AppViewX Cloud Connector installer package.

] ) + Add Cloud Connector
1. From the Settings :: Cloud Connector page, click

The Add Cloud Connector action pane is displayed.

Add Cloud Connector x

#* Cloud Connector Mame

= Data center

Note: AppViewX CLMaa5 internally has a default data center name "cloud-dc’ for direct
communications to cloud services and its recommended not to use this data center

name for new cloud connectors onboarded.

# TLS Authentication (@ ® Auto- O Custo
generate m
Use proxy
Secret key
AfcB76c4-1807-43d6-bbB9-358903fdf368 ol
Please copy and store the Hash key safely, You will need it during the Cloud Connector installation.

2. In the Add Cloud Connector action pane, enter the following details (sample values are shown in an

image below the table):
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Field Description

Cloud FQDN of the machine where the AppViewX Cloud Connector is to be installed
Connector

Name*

Data center* Name of the data center where the AppViewX Cloud Connector is to be installed

. ™
Note: The AppViewX SaasS, internally, has a default data center named

cloud-dc, for direct communications to cloud services. It is recommended
that you do not this data center name for new the AppViewX Cloud

Connectors onboarded.
. J

Authentication | « Select the authentication type from the following options:
Type *TLS
* MTLS

 To auto-generate a TLS certificate, select Auto-generate (default selection).

Automatically, the certificate is generated using the AppViewX CA.

. ™
Note: The created certificate is available in the certificate inventory. You

can:

« Assign this certificate to a certificate group

« Configure a certificate expiry alert for this certificate group from the
Server Certificate dashboard, using the Certificate Summary Report

widget settings
N J

» To enter details of a custom TLS certificate, select Custom.

The TLS Certificate Password and Custom TLS Certificate fields are

displayed. The instructions for filling these fields are given below.

TLS
Certificate Note: This field is displayed only if you have selected to enter details of a
Password* Custom TLS certificate in the TLS Authentication field.

Password of the TLS certificate (that will be uploaded in the next step)
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Field Description

Note: This is a mandatory field if a Custom TLS certificate is uploaded.

AppViewX supports only password-protected Custom TLS certificates.

Custom TLS

Certificate Note: This field is displayed only if you have selected to enter details of a
Custom TLS certificate in the TLS Authentication field.

To upload a custom TLS certificate:

a. To navigate to the location of the custom TLS certificate, click within the field.
b. Select the certificate file.

c. Click Open.

d. To upload the custom TLS certificate selected, click Upload.

Note: AppViewX supports only password-protected Custom TLS
Certificates.

Use proxy
To use a proxy server for the deployment:

a. Select the Use proxy checkbox.

b. To select a preconfigured proxy (for the selected data center), from the Select
Proxy dropdown list, select a proxy server.

OR
To create a new proxy server setting:

Clickhere ontion shown below the Select Proxy dropdown list.

b. For steps to create a new proxy server setting, click here.

Secret key
A unique key for the AppViewX Cloud Connector installation

Click - to copy this key and save it in a safe place.
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Field Description

Note: Ensure that the secret key is copied and stored safely before you

click Register. If you don't, the key is lost forever. For security reasons, the
key is not stored within the product.

3. To register the above AppViewX Cloud Connector configuration, click Register.
Details of this AppViewX Cloud Connector are added in the inventory details table, which is explained
in detail here.

The AppViewX Cloud Connector’s health is also analyzed and, accordingly, the health indicator is
displayed before the Cloud Connector Name.

(=]
&1}

4. To download the installation package, for the AppViewX Cloud Connector, click |
5. In the Confirmation Message dialog box, click Yes.
The download progress is shown using a progress bar.

Installing the AppViewX Cloud Connector Agent

(o
Note: The following steps assume that:

+ All system prerequisites are fulfilled by the host machine.

» The AppViewX Cloud Connector installer (downloaded in the above step) is securely copied via
SCP/SFTP to the host machine where the AppViewX Cloud Connector is to be installed.

 The Secret Key received is kept handy for installation.

- J

1. To extract the installer, from the downloaded package, extract the tar.gz file using the command given
below: tar -zxvf <filename>.tar.gz
For exam ple: tar - zxvf pesrv07-test-94-99-appviewx-appviewx-net-cloud-connector.tar.gz

2. On the node where the AppViewX Cloud Connector agent will be installed, from the extracted
installation package, run the ./install.sh script.
The script will run the prerequisites check once again.
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3. On successful verification of the prerequisites, you will be prompted to enter the Secret Key (rendered

during the Downloading the Installer process).

On entering the Secret Key, the installation will proceed. Installation logs, according to the outcome of

the installation, are displayed. A sample installation log is shown below.

Loaded image: rancher/k3s:v1.23.3-k3s1
Loaded image: rancher/k3d-tools:5.2.2

Loaded image: rancher/mirrored-pause:3.6

[36mINFO[0m[0000] [SimpleConfig] Hostnetwork selected - disabling injection of docker host into the cluster, server load balancer and setting the api port to

the k3s default

[33mWARN[OmM[0000] No node filter specified
[33mWARN[OmM[0000] No node filter specified
[33mWARN[OmM[0000] No node filter specified

[36mINFO[Om[0000] Prep: Network

[36mINFO[0Om[0000] Re-using existing network ‘host' (8bebb4ae61001f74487d0aa6b315396405d0127¢938da1206614d113295ae139)

[36mINFO[Om[0000] Created volume 'k3d-cc-images'
[36mINFO[Om[0000] Starting new tools node...
[36mINFO[Om[0000] Starting Node 'k3d-cc-tools'

[36mINFO[Om[0001] Creating node 'k3d-cc-server-0'

[36mINFO[0m[0001] Using the k3d-tools node to gather environment information

[36mINFO[Om[0001] Starting cluster ‘cc'
[36mINFO[Om[0001] Starting servers...
[36mINFO[Om[0001] Starting Node 'k3d-cc-server-0
[36mINFO[Om[0033] All agents already running.
[36mINFO[Om[0033] All helpers already running.
[36mINFO[Om[0033] Cluster 'cc' created successfully!
[36mINFO[0m[0034] You can now use it like this:
kubectl cluster-info

Cluster setup is completed. Will start the deployment shortly...
Importing the required images...

[36mINFO[Om[0000] Importing image(s) into cluster ‘cc'

[36mINFO[Om[0000] Importing images from 1 tarball(s)...

[36mINFO[0m[0000] Importing images ‘[/home/appviewx/CCTEST/deps/tools/mid-server-docker-image/avx-mid-server-base-22.1.0.0.tar]' into node

'k3d-cc-server-0'...

[36mINFO[0m[0024] Successfully imported image(s)
[36mINFO[0m[0024] Successfully imported 1 image(s) into 1 cluster(s)
Import in progress...

[36mINFO[Om[0000] Importing image(s) into cluster ‘cc'
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[36mINFO[Om[0000] Importing images from 1 tarball(s)...

[36mINFO[0m[0000] Importing images ‘[/home/appviewx/CCTEST/deps/tools/mid-server-docker-image/k3d-tools-5.2.2.tar]" into node 'k3d-cc-server-0'...
[36mINFO[0m[0005] Successfully imported image(s)

[36mINFO[0m[0005] Successfully imported 1 image(s) into 1 cluster(s)

Import in progress...

[36mINFO[Om[0000] Importing image(s) into cluster ‘cc'

[36mINFO[Om[0000] Importing images from 1 tarball(s)...

[36mINFO[0Om[0000] Importing images ‘[/home/appviewx/CCTEST/deps/tools/mid-server-docker-image/rancher-mirrored-coredns-coredns-1.8.6.tar]' into
node 'k3d-cc-server-0'...

[36mINFO[0m[0007] Successfully imported image(s)

[36mINFO[0m[0007] Successfully imported 1 image(s) into 1 cluster(s)

[36mINFO[Om[0000] Importing image(s) into cluster ‘cc'

[36mINFO[Om[0000] Importing images from 1 tarball(s)...

[36mINFO[0m[0000] Importing images ‘[/home/appviewx/CCTEST/deps/tools/mid-server-docker-image/rancher-local-path-provisioner-v0.0.21.tar]' into node
'k3d-cc-server-0'...

[36mINFO[0m[0004] Successfully imported image(s)

[36mINFO[0m[0004] Successfully imported 1 image(s) into 1 cluster(s)

[36mINFO[Om[0000] Importing image(s) into cluster ‘cc'

[36mINFO[Om[0000] Importing images from 1 tarball(s)...

[36mINFO[0Om[0000] Importing images '[/home/appviewx/CCTEST/deps/tools/mid-server-docker-image/rancher-mirrored-pause-3.6.tar]' into node
'k3d-cc-server-0'...

[36mINFO[0m[0003] Successfully imported image(s)

[36mINFO[0m[0003] Successfully imported 1 image(s) into 1 cluster(s)

Deploying the Cloud Connector...

NAME: avx-mid-server-starter

LAST DEPLOYED: Mon May 30 15:51:13 2022

NAMESPACE: cc

STATUS: deployed

REVISION: 1

NOTES:

1. It may take a couple of minutes for the Cloud Connector to be up.

kubectl get pod --namespace cc

* Congratulations!!! The installation completed successfully. *

* Please wait till the Cloud Connector is up and running. *

(1%) Cloud Connector status: Running
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[32m Cloud Connector is up and running. (B[m

[ Troubleshooting: For installation errors, refer to the Troubleshooting section. j

The AppViewX Cloud Connector consists of two important components—the starter plugin and the
platform. The starter plugin component is installed along with the AppViewX Cloud Connector, in the

same installation process.

When installed, the starter plugin is used to initiate the download of the platform component. The
platform component is used to host business use cases related to the AppViewX Cloud Connector.

When the platform component download is in progress, it is indicated by the 8 symbol prefixed

to the platform component version number in the AppViewX Cloud Connector inventory details

&) 21.1.00 p completed download/upgrade is indicated by the 2/ symbol in the same location

L

2

]

—

1.1.0.1 |

Note: Based on the internet bandwidth and the number of cloud connectors being installed,

the downloading of the cloud connector may vary between 5 to 15 minutes.

Reviewing the Installation

After the agent is successfully installed on the Linux machine, the agent can approve or reject the

installation.

Note: The Approve and Reject buttons are displayed only after the AppViewX Cloud Connector
agent has been downloaded.

To approve/reject the installation:

" . @ Approve || © Reject
From the Action field, click /

If the installation has been approved, the AppViewX Cloud Connector is moved to the Running state. If
the AppViewX Cloud Connector has been Rejected, the details of the AppViewX Cloud Connector are
removed from the inventory.
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0 Troubleshooting: If the AppViewX Cloud Connector instance has been approved but is not

moved to the Running state, you can check the pod status and/or restart the pod(s), as
required.

Working with AppViewX SaaS

The AppViewX SaaS deployment leverages the existing capabilities of the om-premise deployments of
the product combining them with the benefits of a cloud-based deployment.

To simplify your interaction with the product’s features, AppViewX offers exhaustive documentation in the
form of the following guides:

» AppViewX SaaS Cloud Connector User Guide
» AppViewX SaaS Onboarding Guide

» CERT+ User Guide

» CERT+ Admin Guide

* Platform User Guide

+ ADC+ User Guide

+ ADC+ Admin Guide

You can access the complete AppViewX SaaS documentation here.
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Chapter 6: Signing Up for the Free Trial via the AWS
Marketplace

 Signing Up for the Free Trial via the AWS Marketplace
« Accessing the AWS Marketplace Sign Up Page

» Entering Details on the Sign Up Page

 Verifying your Email

« Logging in to your SaaS Account

» Getting Started with CERT+ SaaS

« Methods to Set up the AppViewX Cloud Connector

« Working with AppViewX SaaS

Signing Up for the Free Trial via the AWS Marketplace

[ Note: Currently, you can sign up only for the CERT+ Saas trial via the AWS Marketplace. j

To get started with the CERT+ Saas free trial, you can sign up via the AWS Marketplace and set up the
SaasS by following the steps given below:

« Signing Up for the Free Trial via the AWS Marketplace

 Accessing the AWS Marketplace Sign Up Page

« Entering Details on the Sign Up Page

« Verifying your Email

 Logging in to your SaaS Account

* Getting Started with CERT+ SaaS

* Methods to Set up the AppViewX Cloud Connector

» Working with AppViewX SaaS

Accessing the AWS Marketplace Sign Up Page

1. Navigate to the AWS Marketplace page.

The AppViewX CERT+ page appears.
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About ~ Categories. ~ Delivery Methods ~ Solutions ~ AWSIQ ~ Resources ~ Partners  Sell in AWS Marketplace  Amazon Web Services Home  Help

AppViewX CERT

appviewX
AppViewX
PRYiEw Save to list
Certificate Lifecycle Manager (CLMaaS) and PKI as a Service (PKlaaS)
| 31 external reviews
Overview ] 0

Product Overview

AppViewx CERT+ is the next-gen certificate management suite that simplifies X.509

certificates, S5H keys, and other crypto technologies across endpoints and environments I i';i' \i'J' 1ts
by providing abstraction, standardization, and automation. It helps you gain visibility into
and control over your entire PKI, making time-consuming administration and expensive * Central Certificate Lifecycle Management
outages a thing of the past. Private key protection and PKI self-service come as standard, « PKl asa Service

as does policy enforcement
Mecsicn tedantin,

2. Sign into your account or create your account if you are new to AWS Marketplace.

3. Click Continue to Subscribe.

In case you have a private offer from AppViewX, it will be listed on top of the next page. Make sure you

select the private offer and not the public offers.

or aws marketplace

About Partners  Sellin AWS Marketplace  Amazon Web ServicesHome  Help

AppViewX CERT+

Offer selection

Offer - 592256793953 - AppViewX CERT+
- A v

021-12-07  Offer expires: 2022-12-31  Offer ID: offer-b2422\paby64 Offer type: Private cffer

In case you are here for the first time and do not have a private offer listed, select Free Trial option at

bottom of the page from the Pricing menu.
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About ~ Categories ~ Sell in AWS Marketplace  Amazon Web Services Home Help

change your automatic renewal settings at amytime,

Contract Options Total Contract Price $0
Due Today
Select contract Option(s)
) Professional 5400 f Units

Certificate Lifecycle Management fior 100 551 Certs

Purchase order
) Advance 5800/ Units

Certificate Lifecycle Management for 250 550 Certs Purchase arder - Optional Learn more [

@ Free Trial 50/ Units

Certificate Lifecycle Management for 50 550 Certs for 30 days

Set Auto Renew to No.

How long do you want your contract to run?

@® 1 months

Renewal Settings

Auto Renew when this contract ends on - Sun May 22 2022?
2 Yes

® No

| understand that when | renew, the seller's pricing terms and end user
license agreement (EULA) might have changed. On the renewal date, | will be

billed based on the price and EULA applicable on that date, which | can find
on the Your Marketplace Software page.

Once all the aforesaid configuration is complete, the Create contract button is enabled.
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Parmers  Sell in AWS Marketplace  Amazon Web Sendces Home  Help

AppViewX CERT+

Configure your Software Contract —

Choose the contract that suits your needs. You're charged for your purchase on
your AWS bill. After you purchase a con ou're directed to the vendor's site to
complete setup and begin using this software. For any software use beyond your

By subscribing to this software, you agree to the
pricing terms and the seller's End User License
Agreement (EULA). You also agree and
acknowledge t
How long do you want your contract to run? about this transa
terms) with the respes

contract limit, you're charged consumption pricing,

LA

/S may share information
including your payment
eller, reseller or
underlying provider, as applicable, in accardance

® 1 months with the AWS Privacy Notice. AWS will issue invoices

and collect payments from you on behalf of the

ount. Your use of AWS
services is subject to the AWS Cust

Renewal Settings or other agreement with AW
of such services

seller through your AW

ter Agreement
ing your use

Auto Renew when this contract ends on - Sun May 22 20227

Yes Total Contract Price $0.00
® No

Due Today

4. Click Create contract to create the contract for AppViewX CERT+.

A confirmation popup message appears.

- awsma

About = Categories -

AppViewX CERT+ X

@ Congratulations. You have successfully subscribed. Your contract is
processing and will be ready in a few minutes. When your contract is
ready, you can set up your software and start using it.

AppViewX CERT+ - 1 MONTHS Contract $0 - Due Today

To complete registration and start usin re, choose Setup your account

5. Click Setup your account to complete the signup.
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You are redirected to the AppViewX SaasS registration page.

o ~
appviewX solutions  Products  Learn  Company a (rawtoanexcert ) (IR

\&/awsmarketplace

Please fill the form to complete the subscription

Get the fastest solution for
safeguarding security of
your digital certificates

.appvx.com

Select Service Region™ v
= Discovery, visibility, and optimization
« Certificats litecycle automation

X Select Country -
# Policy enforcement and granular access

= Secure key management

) Tell us about yourself
« Certificate management for loT and enterprise end-points ell Ls cbout yourse ¥ n

Schedule a free session with an expert and get guided

th B o B e il i R i il i N Erm€ rneaeib

By clicking the "Geat Started” button below, you acknowledge

Entering Details on the Sign Up Page

1. Enter the fields as described:

First Name* Enter your first name.

Last name* Enter your last name.

Business Email* Enter your business email address.
Company Name* Enter your company name.

Enter Custom Domain*
By default, the company name is auto-filled. Enter a custom

domain if you want to.

Select Service Region* The service region is where your SaaS account will be set up
and localized. You cannot migrate data between regions.

Select from one of the service regions:
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» US (Americas)
*« EMEA

* APAC

Select Country*

Select the country from the dropdown list.

( Note:

N

 Fields marked with the asterisk (*) symbol are mandatory.

- If you are creating a free or trial account, there are email restrictions put in place for
security reasons. Email addresses from Gmail.com, Outlook.com, Yahoo.com, and other
personalized email addresses are restricted and may not be used for trial account creation

purposes.
/
2. From the What are you trying to solve list, select the corresponding checkboxes for your
requirements.
3. To acknowledge that you have read and reviewed AppViewX's Terms of Service and their Privacy
Policy, select the By checking this box, | acknowledge... checkbox.
4. Click Get Started.
The message, Thank you for signing up for the free trial! You will receive an email from us shortly, is
displayed.
Verifying your Email
On clicking Get Started, you will get a verification email to your registered email address. Click Verify
Email Address to get your SaaS account set-up.
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Get Started With Your
AppViewX Saas Platform Trial

VERIFY YOUR EMAIL ADDRESS

. M
Note:
+ If you do not see the email in your inbox, then check the Junk/Spam folder. Whitelist the email
address so you receive all AppViewX emails in your inbox.
 Confirm your email address within 48hours.
N /

Wait for a couple of minutes until your email address is successfully verified.

Logging in to your SaaS Account

Based on the sign-up information and region, you will be notified with your SaaS account and temporary
credentials.
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1. Check your inbox for another email welcoming you to the AppViewX trial along with the login
credentials to access your free account.

A\/X appviewx

Welcome to Your Free AppViewX SaaS Trial

Hello Anurag,

Thank you fior choosing to test-drive the App\iewX Saa5 platform. Here are your

login credentials to get your 30-day trial started.

Login URL: https:ilsaas-trial-1now-01.ga.appw.comiappviewxilogin

UsSemame: anurag.sem EEFI-T.I'iE’l\'I.{-l}TI'I

Temporary Password: PIYpHREYESjFIAD SO YMERXjp

Please note that you will be prompted for a password reset after your first login.

Meed help getting started?
Check out The Getting Started Guide for all the tips and tricks you need for a

successful trialt

= Get Started Toolkit
= Visit our help center

wie are also here to help with any questions you might have along the way.
Get in touch

2. Click the SaaS account URL (for example, https://tetrik.appvx.com/appviewx/login).

You are redirected to the login page.
3. Login to your SaaS account with the credentials provided in the email.

You are asked to change the current password.
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/X appviewx

4. Reset the default credentials by choosing a new password.

(o
Note: The password must:

 Have at least one uppercase character
» Have at least one lowercase character
» Have one special character such as ~!@#$"&* -+=|()
« Have minimum of 6 characters and maximum of 24 characters
+ Not contain user name
» Not contain more than 3 same characters continuously, for example, aaa

+ Not contain blank space
N /

A message, Your password has been changed successfully. Please click here to login, appears.
. Click login.
The login page appears.
. Log in using your user name and the new password.
The AppViewX SaasS landing page is displayed. Click the Back to <product name> link to be
navigated to that product's individual interface.
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= vxappion

AppViewX Security Automation and
Orchestration Platform

Explore and Upgrade Plan

PKI+

Modernize Enterprise PKlaas

Back to PKI+

For trial extensions and sales enquires, contact us on
Lt gueriac contact yc on

Your onboarding is now complete and your account is valid for the next 30 days.

Getting Started with CERT+ SaaS

To get started with CERT+ Saas, refer to the CERT+ SaaS User Guide.

Methods to Set up the AppViewX Cloud Connector

The AppViewX Cloud Connector can be set up in two ways:

* Viathe Native OS

The host machine on which the AppViewX Cloud Connector has to be installed must fulfil a certain set
of prerequisites across the following categories: hardware, operating system, Docker, and server and
network. If all prerequisites are met, you can install the AppViewX Cloud Connector via the Native OS.

* Via a Virtual Image
The AppViewX Open Virtual Appliance (OVA) is a virtual, remotely-accessible setup that is bundled with

the software, network, and Docker prerequisites for installing the AppViewX Cloud Connector without
altering the OS configuration on their systems. (The .ova file that can be downloaded from here).

« Setting up the AppViewX Cloud Connector via the Native OS
« Setting up the AppViewX Cloud Connector via a Virtual Image
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Setting up the AppViewX Cloud Connector via the Native OS

You can install the AppViewX Cloud Connector interactively on the command line of the machine by
following the below instructions.

o ™
Note:
The installation occurs with the privileges of the user who begins the installation.
N /
o ™
Note: The steps for installing the AppViewX Cloud Connector via the native OS assume that
you have gone through the system requirements across the following categories: hardware,
operating system, Docker, and server and network.

- J
- N
Note: If this AppViewX Cloud Connector installation requires configuing a proxy server, click here

for instructions.
N /
* Overview

» Step 1: Accessing the Setup Interface
« Step 2: Executing the Prerequisite Check Script
« Step 3: Installing the AppViewX Cloud Connector

Overview

The following sections list the system requirements that are minimum prerequisites for setting up and
operating the AppViewX Cloud Connector.

o ™
Note: If the host machine on which you want to set up the AppViewX Cloud Connector does not/

cannot fulfill the operating system, network, and Docker prerequisites (listed below), you can set
up the AppViewX Cloud Connector via the AppViewX SaaS OVA, which is a virtual, remotely-
accessible setup bundled with the OS, system, and Docker prerequisites for the AppViewX Cloud

Connector.
- J

To know more about the OVA and for instructions on setting up the AppViewX Cloud Connector using the
AppViewX SaaS OVA, click here.

« Hardware

» Operating System
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» Docker Prerequisites

- Server and Network Prerequisites

Hardware

Each AppViewX Cloud Connector instance requires the following minimum configuration:

« 4vCPU

» 8 GB memory

16 GB disk space

* X86 64 bit architecture

Operating System
 Ubuntu version 20.04

» CentOS version 7.7 and 7.9

Docker Prerequisites

« Docker version 20.10.5 or above installed with non-sudo access with basic read and write permissions

[ Note: Support for rootless Docker is excluded. j

For Docker installation instructions, refer to the links below:
+ For installing the Docker Engine: https://docs.docker.com/engine/install/
« For post-installation steps for Linux: https://docs.docker.com/engine/install/linux-postinstall/

! Important: In the event of a VM reboot, the Docker needs to be restarted. To configure the

Docker to restart on boot, follow the instructions given here.

« Bash shell support in the node for the installation of the AppViewX Cloud Connector Connectivity

Service
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Server and Network Prerequisites

« Use dedicated machines for hosting the Cloud Connector and do not install any other components on
these machines.

 Ensure the node on which the AppViewX Cloud Connector is installed has access to the enterprise’s
internal network devices.

» On the node on which the AppViewX Cloud Connector is installed, ensure that the node's clock is
synchronized with the network time using NTP or PTP.

To do this, execute the following sequence of commands:

yum install -y ntp
systemctl enable ntp

systemctl start ntp

» Ensure that the AppViewX Cloud Connector can establish connectivity with the AppViewX SaaS server
endpoints over HTTPS (port 443).

- ™
Note: In the instance a proxy being used, the proxy has to be configured as a pass-through.
J
- ™
Note: The Cloud Connector URL to be whitelisted for connectivity can be obtained from the
Cloud Connector Settings Page of your SaaS account. Example of the AppViewX Cloud
Connector URL:
https://<example-tenant>-cc.appvx.com:443/
. J
e ™
o Tip: : To verify connectivity with the AppViewX SaasS servers, use the cURL utility as given
below. When connectivity has been established successfully, the command will return the
HTTP code 200.
curl -kv <<https://AppViewX SaaS server URL>>/ 2>&1 | grep 400
N J
- ™
Note: To install the curl utility on Ubuntu, use the command given below:
apt-get install curl
N J
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Note: To install the curl utility on CentOS, use the command given below:

yum install curl

« Disable the firewalld in the tenant’s node (Ubuntu) where the AppViewX Cloud Connector is to be

installed.
To check the current status of firewalld, execute the command given below:

sudo ufw status

To permanently disable firewalld, execute the command given below:

sudo ufw disable

« Disable the firewalld in the tenant’s node (CentOS and RedHat) where the AppViewX Cloud Connector

is to be installed.
To check the current status of firewalld, execute the command given below:

sudo systemctl status firewalld --now

To permanently disable the firewalld, execute the command given below:

sudo systemctl disable firewalld --now

To restrict other devices from enabling the firewalld, execute the command given below:

sudo systemctl mask firewalld --now

Step 1: Accessing the Setup Interface

In order to set up the AppViewX Cloud Connector instance, you will need to login to the connectivity
service’s user interface. The following steps will outline the navigation and steps required to access the

AppViewX Cloud Connector's setup interface.
! Important: As an additional layer of security, AppViewX issues client certificates to access the

AppViewX GUI. The client certificate will be made available as part of the onboarding process.

Upload this client certificate to the browser to start accessing the product.
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1. Enter your SaaS account URL (for example, https://tenant-name.appvx.com/appviewx/login) in the

address bar of your browser.
The AppViewX SaasS login page is displayed.

2. Using the credentials sent as part of the Welcome email, login to the AppViewX SaaS.
The AppViewX SaasS landing page is displayed.

i I
Note: The landing page differs based on a selected AppViewX SaaS product. The following

image shows ADC+ landing page.

= viappviowx o — — ] " o

ADC+
L= e Get started with ADC+ Explore Solutions
%9 GETSTARTED o
Connectivity 2 & Traffic Management [£ Governance and Compliance
ol TRAFFIC MANAGEMENT Device Management & Blue Green Deployment ® B Access Control ® B
Datroae Canary Deployment ® 3 Config Compliance & Upgrades ® [B
Configuration Management v
App Search O Disaster Recovery £ F5 BIG-IP Automation
Application Visiblllty i Configuration Drift & Compare ® B F5BIG-IP ZTPD
ASSETMANAGEMENT Self Service & Automated Backup ® [ F5 BIG-IP GTM Automation [
Device Inventory Configuration Restore ® [ F5 BIG-IP LTM Automation [
F5 BIG-IP AS3 Automation 3
Onboard Device
Device Goup Downloads Document & Guides g
Do more with
AppViewX
CONFIG MANAGEMENT Connectivity ADC+ Guides Platform & Solution Guides
Backup Configuration & Cloud Connector OVA &, ADC+ Admin Guide [ Getting Started Guide [ TRAERTE il o
enterprise-wide certificate lifecycle
PR — ADC+ User Guide @ Platform API Guide @ management
,g) ADC+ API Guide B Platform User Guide [ Try PKI+ to replace an internal CA
Compare Configuration with highly-scalable PKI as a
Reporting User Guide ) service

Automation User Guide [2)

>
3. Click - located beside the SetUp Cloud Connector under the Connectivity section.
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= /vxappiew == > o

ADC+
Q8 Sescn ey Get started with ADC+ Explore Solutions
%9 GETSTARTED o
raffic Management = Governance and Compliance
Connectivity ~ % Traffic Manag [EX d Compli
ol TRAFFIC MANAGEMENT - Setup Cloud Connector Blue Green Deployment ® [ Access Control ® B
tivity to the Enterprise’s i
Dashboards " Canary Deployment ® (3 Config Compliance & Upgrades ® [B
App Search 4 OVA  [Q Guide @ Tour O Disaster Recovery £ F5 BIG-IP Automation
Configuration Drift & Compare ® [3 F5BIG-IP ZTP[Q
Device Management ad
ASSETMANAGEMENT o Automated Backup ® @ F5 BIG-IP GTM Automation (3
Device Inventory Configuration Management ~ Configuration Restore ® [ F5 BIG-IP LTM Automation 3
) F5 BIG-IP AS3 Automation &)
Onboard Device Annlication Visibilitv v
Device Goup Downloads Document & Guides b
Do more with
AppViewX
CONFIG MANAGEMENT Connectivity ADC+ Guides Platform & Solution Guides
Backup Configuration & Cloud Connector OVA &, ADC+ Admin Guide & Getting Started Guide @ T CERTs o Il st
enterprise-wide certificate lifecycle
PR S— ADC+ User Guide @ Platform API Guide (3 management
'9 ADC+ API Guide B Platform User Guide [ Try PKI+ to replace an internal CA
=~ Compare Configuration with highly-scalable PKI as a
Reporting User Guide [B) service

Automation User Guide (21

Redirected to the Settings :: Cloud Connector page.

Step 2: Executing the Prerequisite Check Script

To simplify compliance to the AppViewX Cloud Connector installation prerequisites, you can execute a

script to identify and rule out any deviations from the prerequisites.

To perform a prerequisite check:

1. After successfully logging in to the AppViewX SaaS GUI, from the top left corner of the screen, click

2. From the menu displayed, click Settings.
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I

N/ appviewx

CERT+
PKI+
Pages
Studio
Request
Collection
= Inventory
Account

Logging

A\ Alert

Settings

By default, the Settings :: Device page is displayed.

3. From the left navigation pane, select AppViewX Cloud Connector.

= /vxappviewx
- Device specification Syslog purge limit Script Execution Device Sync
Device save configuration to FS @
device
, =

The Settings :: AppViewX Cloud Connector page is displayed.
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4. On the Settings :: AppViewX Cloud Connector page, from the AppViewX Cloud Connector Setup
banner, place the mouse pointer over Prerequisite Check.

Cloud Connector Setup

- @ Learn
Prereq _|'5®-’__'e: 3

i

X
Download and run this script to
check prerequisites
Click l stall the Cloud Connecter in Approve the installation in this
regi 4 Script | Linux machine in your inventory to monitor and
- = LE )8
nste

stwork manage the Cloud Connector

+ Add Cloud Connector

5. From the dialog box displayed, click Script.

1]

Cloud Connector Setup @ Learn

....... ek

Download and run this script to

check prerequisites _ )
tall the Cloud Connector in
inux machine in your

Approve the installation in this
regi

| ~ inventary to monitor and
— | > Script
nst -

fWork manage tne Cloud Connector

The pre-requisite-check.sh script file is downloaded.
6. Securely copy the pre-requisite-check.sh via SCP/SFTP to the host machine where the AppViewX
Cloud Connector is to be installed

7. Convert the downloaded script file into an executable file using the chmod command, as shown
below:chmod 755 pre-requisite-check.sh

8. Execute the .sh prerequisite check script file.

If the node does not meet the prerequisites for the AppViewX Cloud Connector installation, the output

of the command returns an error code and the corresponding error message, causes, and fixes, if any.

For example, as seen in the sample output in the image below, the prerequisite check for the memory
requirement has failed.
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s$ chmod 755 pre-requisite-check.sh

s$ ./pre-requisite-check.sh
* *
L performing the initial checks... w
AR R R R R R R R R R R A R R R R R A R R R A R R R R R R R R A R R R R R A A R R R R A A R A R A A R A A A AR AT R R AR AR R R R AR AT TR R AR AR Tk kdd %%
Proxy configuration details
No HTTP proxy set.
No HTTPS proxy set.

Using system proxy settings...
Performing firewall daemon check
e

Performing connectivity check...

Performing docker check...
Docker version 20.10.7, build fedf3se

performing architecture check...
Performing disk check...

Performing memory check...

t~/Downloads$ D

[ Note: For resolutions to the prerequisite check failure scenarios, click here. ]

Step 3: Installing the AppViewX Cloud Connector

The process of deploying the AppViewX Cloud Connector involves the steps listed below. The substeps
for each of these steps are outlined in the subsequent sections.

« Downloading the Installer

« Installing the AppViewX Cloud Connector Agent

 Reviewing the Installation

Downloading the Installer

To set up an instance of the AppViewX Cloud Connector, you are required to create an installer (for each
AppViewX Cloud Connector you want to set up). The steps below outline how you can register and create

a downloadable AppViewX Cloud Connector installer package.

) ) + Add Cloud Connector
1. From the Settings :: Cloud Connector page, click

The Add Cloud Connector action pane is displayed.
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Add Cloud Connector x

* Cloud Connector Mame @

* Data center

Note: AppViewX CLMaaS internally has a default data center name “cloud-dc’ for direct
communications to cloud services and its recommended not to use this data center

name Tor new cloud connectors onboarded.

* TLS Authentication (@ ® Auto- (O Custo
generate m
Use proxy
Secret key
Afc87604-1807-43d6-bb89-558903fdf366 il

Please copy and store the Hash key safely. You will need it during the Cloud Connector installation.

2. Inthe Add Cloud Connector action pane, enter the following details (sample values are shown in an

image below the table):

Field Description

Cloud FQDN of the machine where the AppViewX Cloud Connector is to be installed
Connector
Name*

Data center* | Name of the data center where the AppViewX Cloud Connector is to be installed

Note: The AppViewX SaaS, internally, has a default data center named
cloud-dc, for direct communications to cloud services. It is recommended
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Field Description

,', that you do not this data center name for new the AppViewX Cloud
Connectors onboarded.

TLS » To auto-generate a TLS certificate, select Auto-generate (default selection).

Authentication
Automatically, the certificate is generated using the AppViewX CA.

o ™
Note: The created certificate is available in the certificate inventory. You

can:

« Assign this certificate to a certificate group

« Configure a certificate expiry alert for this certificate group from the
Server Certificate dashboard, using the Certificate Summary Report

widget settings
- /

» To enter details of a custom TLS certificate, select Custom.

The TLS Certificate Password and Custom TLS Certificate fields are

displayed. The instructions for filling these fields are given below.

TLS
Certificate Note: This field is displayed only if you have selected to enter details of a
Password* Custom TLS certificate in the TLS Authentication field.
Password of the TLS certificate (that will be uploaded in the next step)
o ™\
Note: This is a mandatory field if a Custom TLS certificate is uploaded.
AppViewX supports only password-protected Custom TLS certificates.
- J
Custom TLS - ~
Certificate Note: This field is displayed only if you have selected to enter details of a
Custom TLS certificate in the TLS Authentication field.
- J

To upload a custom TLS certificate:

a. To navigate to the location of the custom TLS certificate, click within the field.

b. Select the certificate file.
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Field Description

c. Click Open.

d. To upload the custom TLS certificate selected, click Upload.

Note: AppViewX supports only password-protected Custom TLS

Certificates.

Use proxy

A proxy server is required if the AppViewX Cloud Connector is unable to connect to

your endpoints available in the internet.
To use a proxy server for the deployment:
a. Select the Use proxy checkbox.

b. To select a preconfigured proxy (for the selected data center), from the Select

Proxy dropdown list, select a proxy server.
OR
To create a new proxy server setting:

a Use the “ICE0EE ootion shown below the Select Proxy dropdown list.

b. For steps to create a new proxy server setting, click here.

Secret key

A unique key for the AppViewX Cloud Connector installation

Click - to copy this key and save it in a safe place.

Note: Ensure that the secret key is copied and stored safely before you
click Register. If you don't, the key is lost forever. For security reasons, the

key is not stored within the product.

3. To register the above AppViewX Cloud Connector configuration, click Register.

Details of this AppViewX Cloud Connector are added in the inventory details table, which is explained

in detail here.
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Cloud Connector Name status © Data Center Strict Routing Version Viewlog  Action LS Certificate  Proxy Last Heartbeat © Registered On SHA256 Checksum O

The AppViewX Cloud Connector’s health is also analyzed and, accordingly, the health indicator is
displayed before the Cloud Connector Name.

4. To download the installation package, for the AppViewX Cloud Connector, click
5. In the Confirmation Message dialog box, click Yes.
The download progress is shown using a progress bar.

Installing the AppViewX Cloud Connector Agent

- M
Note: The following steps assume that:

+ All system prerequisites are fulfilled by the host machine.

» The AppViewX Cloud Connector installer (downloaded in the above step) is securely copied via
SCP/SFTP to the host machine where the AppViewX Cloud Connector is to be installed.

» The Secret Key received is kept handy for installation.

o J

1. To extract the installer, from the downloaded package, extract the tar.gz file using the command given
below: tar -zxvf <filename>.tar.gz
For example: tar - zxvf pesrv07-test-94-99-appviewx-appviewx-net-cloud-connector.tar.gz

2. On the node where the AppViewX Cloud Connector agent will be installed, from the extracted
installation package, run the ./install.sh script.
The script will run the prerequisites check once again.

3. On successful verification of the prerequisites, you will be prompted to enter the Secret Key (rendered
during the Downloading the Installer process).
On entering the Secret Key, the installation will proceed. Installation logs, according to the outcome of
the installation, are displayed. A sample installation log is shown below.

Loaded image: rancher/k3s:v1.23.3-k3s1

Loaded image: rancher/k3d-tools:5.2.2

Loaded image: rancher/mirrored-pause:3.6

[36mINFO[Om[0000] [SimpleConfig] Hostnetwork selected - disabling injection of docker host into the cluster, server load balancer and setting the api port to
the k3s default

[33mWARN[OmM[0000] No node filter specified

[33mWARN[OmM[0000] No node filter specified
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[33mWARN[OmM[0000] No node filter specified

[36mINFO[Om[0000] Prep: Network

[36mINFO[0Om[0000] Re-using existing network ‘host' (8bebb4ae61001f74487d0aa6b315396405d0127¢938da1206614d113295ae139)
[36mINFO[Om[0000] Created volume 'k3d-cc-images'

[36mINFO[Om[0000] Starting new tools node...

[36mINFO[Om[0000] Starting Node 'k3d-cc-tools'

[36mINFO[Om[0001] Creating node 'k3d-cc-server-0'

[36mINFO[0m[0001] Using the k3d-tools node to gather environment information

[36mINFO[0Om[0001] Starting cluster ‘cc'

[36mINFO[Om[0001] Starting servers...

[36mINFO[Om[0001] Starting Node 'k3d-cc-server-0'

[36mINFO[Om[0033] All agents already running.

[36mINFO[Om[0033] All helpers already running.

[36mINFO[0m[0033] Cluster ‘cc' created successfully!

[36mINFO[0m[0034] You can now use it like this:

kubectl cluster-info

Cluster setup is completed. Will start the deployment shortly...

Importing the required images...

[36mINFO[Om[0000] Importing image(s) into cluster ‘cc'

[36mINFO[Om[0000] Importing images from 1 tarball(s)...

[36mINFO[0m[0000] Importing images ‘[/home/appviewx/CCTEST/deps/tools/mid-server-docker-image/avx-mid-server-base-22.1.0.0.tar]' into node
'k3d-cc-server-0'...

[36mINFO[0m[0024] Successfully imported image(s)

[36mINFO[0m[0024] Successfully imported 1 image(s) into 1 cluster(s)

Import in progress...

[36mINFO[0m[0000] Importing image(s) into cluster ‘cc'

[36mINFO[Om[0000] Importing images from 1 tarball(s)...

[36mINFO[Om[0000] Importing images ‘[/home/appviewx/CCTEST/deps/tools/mid-server-docker-image/k3d-tools-5.2.2.tar]" into node 'k3d-cc-server-0'...
[36mINFO[0m[0005] Successfully imported image(s)

[36mINFO[Om[0005] Successfully imported 1 image(s) into 1 cluster(s)

Import in progress...

[36mINFO[0m[0000] Importing image(s) into cluster ‘cc'

[36mINFO[Om[0000] Importing images from 1 tarball(s)...

[36mINFO[Om[0000] Importing images ‘[/home/appviewx/CCTEST/deps/tools/mid-server-docker-image/rancher-mirrored-coredns-coredns-1.8.6.tar]' into
node 'k3d-cc-server-0'...

[36mINFO[0m[0007] Successfully imported image(s)

[36mINFO[0m[0007] Successfully imported 1 image(s) into 1 cluster(s)
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[36mINFO[Om[0000] Importing image(s) into cluster ‘cc'

[36mINFO[Om[0000] Importing images from 1 tarball(s)...

[36mINFO[Om[0000] Importing images ‘[/home/appviewx/CCTEST/deps/tools/mid-server-docker-image/rancher-local-path-provisioner-v0.0.21.tar]' into node
'k3d-cc-server-0'...

[36mINFO[0m[0004] Successfully imported image(s)

[36mINFO[0m[0004] Successfully imported 1 image(s) into 1 cluster(s)

[36mINFO[Om[0000] Importing image(s) into cluster ‘cc'

[36mINFO[Om[0000] Importing images from 1 tarball(s)...

[36mINFO[0Om[0000] Importing images ‘[/home/appviewx/CCTEST/deps/tools/mid-server-docker-image/rancher-mirrored-pause-3.6.tar]' into node
'k3d-cc-server-0'...

[36mINFO[0m[0003] Successfully imported image(s)

[36mINFO[Om[0003] Successfully imported 1 image(s) into 1 cluster(s)

Deploying the Cloud Connector...

NAME: avx-mid-server-starter

LAST DEPLOYED: Mon May 30 15:51:13 2022

NAMESPACE: cc

STATUS: deployed

REVISION: 1

NOTES:

1. It may take a couple of minutes for the Cloud Connector to be up.

kubectl get pod --namespace cc

* Congratulations!!! The installation completed successfully. *

* Please wait till the Cloud Connector is up and running. *

(1%) Cloud Connector status: Running

[32m Cloud Connector is up and running. (B[m

o Troubleshooting: For installation errors, refer to the Troubleshooting section.

The AppViewX Cloud Connector consists of two important components—the starter plugin and the
platform. The starter plugin component is installed along with the AppViewX Cloud Connector, in the
same installation process.

When installed, the starter plugin is used to initiate the download of the platform component. The

platform component is used to host business use cases related to the AppViewX Cloud Connector.

When the platform component download is in progress, it is indicated by the “=' symbol prefixed

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 93



Signing Up for the Free Trial via the AWS Marketplace

to the platform component version number in the AppViewX Cloud Connector inventory details

&) 21.1.0.0 . A completed download/upgrade is indicated by the *2/ symbol in the same location

) 21.1.01

Note: Based on the internet bandwidth and the number of cloud connectors being installed,

the downloading of the cloud connector may vary between 5 to 15 minutes.

Reviewing the Installation

After the agent is successfully installed on the Linux machine, the agent can approve or reject the
installation.

Note: The Approve and Reject buttons are displayed only after the AppViewX Cloud Connector
agent has been downloaded.

To approve/reject the installation:

@ Approve |/| @ Reject |

From the Action field, click

If the installation has been approved, the AppViewX Cloud Connector is moved to the Running state. If
the AppViewX Cloud Connector has been Rejected, the details of the AppViewX Cloud Connector are

removed from the inventory.

o Troubleshooting: If the AppViewX Cloud Connector instance has been approved but is not
moved to the Running state, you can check the pod status and/or restart the pod(s), as
required.

Setting up the AppViewX Cloud Connector via a Virtual Image

The AppViewX Virtual Image is an Open Virtual Appliance (OVA) that is bundled with the software,
network, and Docker prerequisites for installing the AppViewX Cloud Connector without altering the OS
configuration on their systems.

[ Note: The AppViewX SaaS OVA is CIS benchmarked. ]
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The AppViewX SaaS OVA offers the following advantages:

» Built with CentOS version 7.9
» Docker 20.10.5 pre installed with all required permissions
» Hardened OVA with all security issues addressed

. M
Note: Detailed instructions for updating the AppViewX virtual image from the AppViewX
repository are documented here.

N /
. M
Note: If this AppViewX Cloud Connector installation requires configuing a proxy server, click here

for instructions.

- J

To set up the AppViewX Cloud Connector via a virtual image:
« Step 1: Deploying the AppViewX OVA

 Step 2: Accessing the Setup Interface

« Step 3: Executing the Prerequisite Check Script

« Step 4: Installing the AppViewX Cloud Connector

Step 1: Deploying the AppViewX OVA

[ Note: If the node meets all the software, network, and Docker prerequisites, skip this step. ]

« Downloading the OVA Release Package
« Installing the AppViewX OVA

Downloading the OVA Release Package
From the download URL, download the release package in the OVA format.

Installing the AppViewX OVA

1. Login to the vmware client.
2. From the Navigation pane on the left, right click Virtual Machines.
3. Click Create/Register VM.
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Recent tasks

> (Rl G Search -
“% Navigator 1 || & it-storage-srv01 - Virtual Machines
~ [ Host
Manage 45 Create / Register VM | @ Refrash (@ search
Monitor (.| Virtual machine ~ | Stalus ~ Usedspace ~ | Guest0S ~ | Host name ~ | Host CPU ~ | Hostmemory ~
2 a e Ne virtual machines
(51 Virtual machines
B storage P——— o No items to display
@ Networking h Create/Register
9 Open in new window

Task

~ | Target ~  Initiator

~ | Queued

~ Started

~ Result a

L

| Completed v v

The New Virtual machine window is displayed.

4. From the navigation pane in the left, select Select creation type.

#1 New virtual machine

R4 1 Select creation type k
2 Select a name and guést 0S
3 Select storage

4 Customize settings
5 Ready to comple

Select creation type

How would you like to create a Virtual Machine?

Create a new virtual machine
Deploy a virtual machine from an OVF or OVA file

Register an existing virtual machine

This option quides you through creating a new virtual
machine. You will be able to customize processors, memory,
network connections, and storage. You will need to install a
guest operating system afler creation.

Finish

5. In the Select creation type window, select the Deploy a virtual machine from an OVA or OVF file

option.
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‘TH New virtual machine

v (ECIEIITI  Select creation type

2 Select OVF and VMDK files How would you like to create a Virtual Machine?
3 Select storage

4 License agreements . . . .
Create a new virtual machine This option guides you through the process of creating a

5 Deployment opti virtual machine from an OVF and VMDK files.
6 Additional

Deploy a virtual machine from an OVF or OVA file

Register an existing virtual machine

6. Click Next.
7. In the Select OVF and VMDK files window:

?il New virtual machine - test-cc-deployment

v 1 Select creation type Select OVF and VMDK files

2 Select OVF and VMDK files Select the OVF and VMOK files or OVA for the VM you would like to deploy

3 Select storage
4 License agreements

Enter a name for the virtual machine.

test-cc-deploymen
6 Additional | ploymen

Virtual machine names can contain up to 80 characters and they must be unigue within each ESXi instance.

Click to select files or drag/drop

a. Enter a name for the virtual machine.
For the purpose of this document, we will name it test-cc-deployment.

b. In the Click to select files or drag/drop area, click and, from the file explorer, navigate to the
location of the file, select the file, and click Open.
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9. In the Select storage window, from the available options, select a datastore for storing the virtual

machine's files and all of its virtual disks.

ﬁl New virtual machine - test-cc-deployment

+ 1 Select creation type
+ 2 Select OVF and VMDK files
3 Select storage

4 License agreements

5 Deployment optig
6 Additional

10. Click Next.

Select storage

Select the storage type and datastore

Persistent Memory

Select a datastore for the virtual machine's configuration files and all of its virtual disks.

MName ~ Capacity ~ Free ~ | Type -
SSD 2445 GB 23885GB | VMFS6
VMStore 93125GB  92121GB  VMFS5

Thin pro...~  ACCess

Supported Single
Supported Single

2 items

11. In the Deployment options window:

?il New virtual machine - test-cc-deployment

o

+ 1 Select creation type
+ 2 Select OVF and VMDK files
+ 3 Select storage
L 4 Deployment options
5 Ready to comple

Deployment options

Select deployment options

Network mappings VM Network_192.168.31x
HS data

Disk provisioning @® Thin O Thick

Power on automatically
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a. Select the network mapping.
b. Select the disk provisioning required.
c. Select the Power on automatically checkbox.
12. Click Next.
13. In the Ready to complete window, review your settings.

ﬁ New virtual machine - test-cc-deployment

+ 1 Select creation type
+ 2 Select OVF and VMDK files

Ready to complete

Review your settings selection before finishing the wizard

+ 3 Select storage
+ 4 Deployment options

BT 5 Ready to complete Product CENTOS_CC_BASE_VM
VM Mame test-ce-deployment
Files centos_cis_compilant_cc-disk1.vmdk
Datastore VMStore
Provisioning type Thin

Network mappings VM Network_192.168.31.x: HS data

Guest OS5 Name Unknown

oy
' Do not refresh your browser while this VM is being deployed.
e

14. Click Finish.
 The progress of the OVA deployment is shown in the Recent Tasks section.

Recent tasks

Task ~ | Target ~ Initiator ~  Queued ~ | Started ~ Result &

Upload disk - centos_cis_compilant_co-dis {51 test-co-deployment root 04/23/2022 02:43:44 041232022 02:43:44

Create WM wm 04/23/2022 02:42:43 04/23/2022 02:42:42

Import VApp Resources root 04/23/2022 02:42:43 04/23/2022 02:42:43

Q@ completed successully

—— R

~ | Completed v

— R

04/23/2022 02:42:45

Recent tasks =
Task ~ Target ~ | Initiator ~ | Queued ~ | Started ~ | Result a ~ | Completed » ~
Upload disk - centos_cis_compilant_co-dis... (5] test-co-deployment roct 04/23/2022 02:43:44 04/23/2022 02:43:44 @ Completed successfully 04/23/2022 03:21:40
Import VApp Resources. root 04/23/2022 02.42:43 04/23/2022 02:42.43 ° Completed successfully 04/23/2022 03:20:48
Create VM wvm 04/23/2022 02:42:43 04/23/2022 02:42:43 o Completed succesafully 04/23/2022 02:42:45
Power On WM Ej test-co-deployment root 04/23/2022 03:20:48 04/23/2022 03:20:48 o Completed succesafully 04/23/2022 03:20:52
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« On successful completion of the OVA deployment, the new virtual machine is displayed in the Virtual

Machines inventory. For each virtual machine in the inventory, the following details are displayed:

vmware Esxi root@192.168.99.191 ~ | Help ~ | (eREEE
“Ts Navigator (%1 itstorage-srv01 - Virtual Machines
~ [ Host
Manegs Tl Create / Register Vi | | & Refesh | (. search
Monitor (.| virtual machine ~ | Status v Usedspace ~ | GuestOS ~ | Hostname ~ | Host CPU ~ | Hostmemeory
& Virtual Machines . . & test-cc-deployment @ Normal | 10.57 GB CentOS 7 (64-bit) Unknown 0 MHz 0MB
St B
8 storage Quickfiers... v 1items
€3 Networking

Recent tasks

Task ~ | Target ~ | Initiator ~ | Queued ~ | Started ~ | Result & ~ | Completed v ~
Upload disk - centos_cis_compilant_co-dis... | (51 test-co-depiayment oot 04222022 02.43.44 04232022 02:43:44 @ Completed successfully 04/23/2022 03:21:40
Import ViAop Resources raot 047222022 02:42:43 o: 2 02:42:43

Create VM wm 047222022 02:42:43 o 2 024243

Powsr On Wi (51 test-codepioyment raot 047222022 03:20:48 04/23/2022 03:20:48

15. From the Virtual Machines inventory, click the virtual machine just added.
The terminal window for the virtual machine is displayed. The script for configuring the network IP is
executed automatically.

16. To configure the IP address, when prompted, enter the required values for the following requested

parameters:

IPADDR = XXX.XXX.XXX.XXX

NETMASK = XXX.XXX.XXX.XXX

GATEWAY = XXX.XXX.XXX.XXX

For example, refer to the sample screenshot below:
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CC_NW_TESTING

Provide the regu
Enter ip address

inter netmask
Enter gateway IF

Information Provided
URIRIRIRIRIRE R BRI R R R R bR b g
i IPn

URIRIRIR IR R RIRIRIRIRR AR R R R R bR g

Proceed [Y-N]

.I.'

[ ce suc ‘u disconnected.

Connection succ L ict (D-Bus active path:

ould not set prop on timed out
eed to configure

nter hostname fgdn

17. To configure the hostname and the DNS, when prompted, press Y. If you prefer to configure the
hostname and DNS manually, to skip this step, press N.
18. To configure an NTP server(s):

a. When prompted, Do you want to configure ntpd server (default public server)press Y.

esolv.conf conf .
Do you want to configure nt r (default public server) [Y-N]

nter the number of ser

nter server 1 ip -

b. Enter the number of NTP servers to be configured.
c. For the number of servers entered above, enter the IP address of each NTP server on a new line.
d. To update the ntp.conf file with the IP addresses provided above, press Y.
19. After the script is executed, to login to the VM, when prompted, use one of the following set of
credentials:
* For the appviewx user
» Username: appviewx
» Password: XApp23

* For the root user:
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Note: The root user access is required for maintaining the OS configuration and for patching

security updates.

« Username: root
» Password: PIMQaz23

[ Note: It is recommended that, after the first login, please change the default credentials. }

20. To check if the Docker is up and running, execute the command: systemctl status docker.
If the Docker status is active (running), as shown in the screenshot below, it means that the OVA has

been deployed successfully.

appviewx@ccnode ~]$ systemctl status docker

docker.service — Docker Application Container Engine
Loaded: loaded (/usr/lib/systemd/system/docker.service; enabled; vendor preset: disabled)
Active: since Tue 2022-06-14 06:08:50 EDT; 6 days ago

Docs: https://docs.docker.com
Main PID: 1540 (dockerd)
CGroup: /system.slice/docker.service
L1540 fusr/bin/dockerd -H fd:// —-containerd=/run/containerd/containerd.sock

L N
Note: To check if the Docker is accessible to the appviewx user, execute the following
command:
docker image Is
If the command does not return an error, it means that the Docker is accessible to the
appviewx user:
N /

Step 2: Accessing the Setup Interface

In order to set up the AppViewX Cloud Connector instance, you will need to login to the connectivity
service’s user interface. The following steps will outline the navigation and steps required to access the

AppViewX Cloud Connector's setup interface.
! Important: As an additional layer of security, AppViewX issues client certificates to access the

AppViewX GUI. The client certificate will be made available as part of the onboarding process.

Upload this client certificate to the browser to start accessing the product.
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1. Enter your SaaS account URL (for example, https://tenant-name.appvx.com/appviewx/login) in the

address bar of your browser.
The AppViewX SaasS login page is displayed.

2. Using the credentials sent as part of the Welcome email, login to the AppViewX SaaS.
The AppViewX SaasS landing page is displayed.

i I
Note: The landing page differs based on a selected AppViewX SaaS product. The following

image shows ADC+ landing page.

= viappviowx o — — ] " o

ADC+
L= e Get started with ADC+ Explore Solutions
%9 GETSTARTED o
Connectivity 2 & Traffic Management [£ Governance and Compliance
ol TRAFFIC MANAGEMENT Device Management & Blue Green Deployment ® B Access Control ® B
Datroae Canary Deployment ® 3 Config Compliance & Upgrades ® [B
Configuration Management v
App Search O Disaster Recovery £ F5 BIG-IP Automation
Application Visiblllty i Configuration Drift & Compare ® B F5BIG-IP ZTPD
ASSETMANAGEMENT Self Service & Automated Backup ® [ F5 BIG-IP GTM Automation [
Device Inventory Configuration Restore ® [ F5 BIG-IP LTM Automation [
F5 BIG-IP AS3 Automation 3
Onboard Device
Device Goup Downloads Document & Guides g
Do more with
AppViewX
CONFIG MANAGEMENT Connectivity ADC+ Guides Platform & Solution Guides
Backup Configuration & Cloud Connector OVA &, ADC+ Admin Guide [ Getting Started Guide [ TRAERTE il o
enterprise-wide certificate lifecycle
PR — ADC+ User Guide @ Platform API Guide @ management
,g) ADC+ API Guide B Platform User Guide [ Try PKI+ to replace an internal CA
Compare Configuration with highly-scalable PKI as a
Reporting User Guide ) service

Automation User Guide [2)

>
3. Click - located beside the SetUp Cloud Connector under the Connectivity section.
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men Get started with ADC+ Explore Solutions
%9 GETSTARTED o
Connectivity = & Traffic Management [ Governance and Compliance
ol TRAFFIC MANAGEMENT - Setup Cloud Connector Blue Green Deployment ® [ Access Control ® B
tivity to the Enterprise’s i
Dochbosrs ; Canary Deployment ® 3 Config Compliance & Upgrades ® [B
App Search 4 OVA  [Q Guide @ Tour O Disaster Recovery £ F5 BIG-IP Automation
Configuration Drift & Compare ® [3 F5BIG-IP ZTP[Q
Device Management ad
ASSETMANAGEMENT o Automated Backup ® @ F5 BIG-IP GTM Automation (3
Device Inventory Configuration Management ~ Configuration Restore ® B F5 BIG-IP LTM Automation [3)
) F5 BIG-IP AS3 Automation &)
Onboard Device Annlication Visibilitv v
Device Goup Downloads Document & Guides b
Do more with
AppViewX
CONFIG MANAGEMENT Connectivity ADC+ Guides Platform & Solution Guides
Backup Configuration & Cloud Connector OVA &, ADC+ Admin Guide & Getting Started Guide @ T CERTs o Il st
enterprise-wide certificate lifecycle
PR S— ADC+ User Guide @ Platform API Guide (3 management
'9 ADC+ API Guide [ Platform User Guide [ Try PKI+ to replace an internal CA
=~ Compare Configuration with highly-scalable PKI as a
Reporting User Guide [B) service

Automation User Guide (21

Redirected to the Settings :: Cloud Connector page.

Step 3: Executing the Prerequisite Check Script

To simplify compliance to the AppViewX Cloud Connector installation prerequisites, you can execute a
script to identify and rule out any deviations from the requirements.

To perform a prerequisite check:
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1. After successfully logging in to the AppViewX SaaS GUI, from the top left corner of the screen, click

1l

/X appviewx

CERT+
PKIl+
Pages
Studio
Request
Collection
Inventory
Account

Logging

A\ Al

[yl Settings
2. From the menu displayed, click Settings.

By default, the Settings :: Device page is displayed.

3. From the left navigation pane, select AppViewX Cloud Connector.
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= /vxappviewx 7 b
Device [w]
DC - Device specification Syslog purge limit Script Execution Device Sync
Device Save configuration to F5 Q@
device

The Settings :: AppViewX Cloud Connector page is displayed.

4. On the Settings :: AppViewX Cloud Connector page, from the AppViewX Cloud Connector Setup

banner, place the mouse pointer over Prerequisite Check.

Floud Connector Setup @ Learn

eq .l's@f'e:;

Download and run this script to

check prereguisites _ .
Click l stall the Cloud Connector in Approve the installation in this
regi ‘ 4 Script | Linux machine in your inventory to monitor and
nsti - =owork manage the Cloud Connector

+ Add Cloud Connector

5. From the dialog box displayed, click Script.

Cloud Connector Setup @ Learn

x
Download and run this script to
. check prerequisites _ , . , o
Click tall the Cloud Connector in Approve the installation in this
regi: ~ inux machine in your inventary to monitor and
inst: | =1 Seript | twork manage the Cloud Connector

The pre-requisite-check.sh script file is downloaded.
6. From the command line interface, navigate to the node where the AppViewX Cloud Connector will be

installed.
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7. Convert the downloaded script file into an executable file using the chmod command, as shown
below:chmod 755 pre-requisite-check.sh

8. Execute the .sh prerequisite check script file.

If the node does not meet the prerequisites for the AppViewX Cloud Connector installation, the output

of the command returns an error code and the corresponding error message, causes, and fixes, if any.

For example, as seen in the sample output in the image below, the prerequisite check for the memory
requirement has failed.

$ chmod 755 pre-requisite-check.sh
] oW ds$ . /pre-requisite-check.sh

* *
L performing the initial checks... w
AR R R R R R R R R R R A R R R R R A R R R A R R R R R R R R A R R R R R A A R R R R A A R A R A A R A A A AR AT R R AR AR R R R AR AT TR R AR AR Tk kdd %%
Proxy configuration details

No HTTP proxy set.

No HTTPS proxy set.

Using system proxy settings...
Performing firewall daemon check
e

Performing connectivity check...

Performing docker check...
Docker version 20.10.7, build fedf3se

performing architecture check...
Performing disk check...

Performing memory check...

t~/Downloads$ D

Note: For resolutions to the prerequisite check failure scenarios, click here.

Step 4: Installing the AppViewX Cloud Connector
The process of deploying the AppViewX Cloud Connector involves the steps listed below. The substeps
for each of these steps are outlined in the subsequent sections.

« Downloading the Installer
« Installing the AppViewX Cloud Connector Agent

 Reviewing the Installation
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Downloading the Installer
To set up an instance of the AppViewX Cloud Connector, you are required to create an installer (for each
AppViewX Cloud Connector you want to set up). The steps below outline how you can register and create

a downloadable AppViewX Cloud Connector installer package.

] ) + Add Cloud Connector
1. From the Settings :: Cloud Connector page, click

The Add Cloud Connector action pane is displayed.

Add Cloud Connector x

#* Cloud Connector Mame

= Data center

Note: AppViewX CLMaa5 internally has a default data center name "cloud-dc’ for direct
communications to cloud services and its recommended not to use this data center

name for new cloud connectors onboarded.

# TLS Authentication (@ ® Auto- O Custo
generate m
Use proxy
Secret key
AfcB76c4-1807-43d6-bbB9-358903fdf368 ol
Please copy and store the Hash key safely, You will need it during the Cloud Connector installation.

2. In the Add Cloud Connector action pane, enter the following details (sample values are shown in an

image below the table):
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Field Description

Cloud FQDN of the machine where the AppViewX Cloud Connector is to be installed
Connector

Name*

Data center* Name of the data center where the AppViewX Cloud Connector is to be installed

. ™
Note: The AppViewX SaasS, internally, has a default data center named

cloud-dc, for direct communications to cloud services. It is recommended
that you do not this data center name for new the AppViewX Cloud

Connectors onboarded.
. J

Authentication | « Select the authentication type from the following options:
Type *TLS
* MTLS

 To auto-generate a TLS certificate, select Auto-generate (default selection).

Automatically, the certificate is generated using the AppViewX CA.

. ™
Note: The created certificate is available in the certificate inventory. You

can:

« Assign this certificate to a certificate group

« Configure a certificate expiry alert for this certificate group from the
Server Certificate dashboard, using the Certificate Summary Report

widget settings
N J

» To enter details of a custom TLS certificate, select Custom.

The TLS Certificate Password and Custom TLS Certificate fields are

displayed. The instructions for filling these fields are given below.

TLS
Certificate Note: This field is displayed only if you have selected to enter details of a
Password* Custom TLS certificate in the TLS Authentication field.

Password of the TLS certificate (that will be uploaded in the next step)
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Field Description

Note: This is a mandatory field if a Custom TLS certificate is uploaded.

AppViewX supports only password-protected Custom TLS certificates.

Custom TLS

Certificate Note: This field is displayed only if you have selected to enter details of a
Custom TLS certificate in the TLS Authentication field.

To upload a custom TLS certificate:

a. To navigate to the location of the custom TLS certificate, click within the field.
b. Select the certificate file.

c. Click Open.

d. To upload the custom TLS certificate selected, click Upload.

Note: AppViewX supports only password-protected Custom TLS
Certificates.

Use proxy
To use a proxy server for the deployment:

a. Select the Use proxy checkbox.

b. To select a preconfigured proxy (for the selected data center), from the Select
Proxy dropdown list, select a proxy server.

OR
To create a new proxy server setting:

Clickhere ontion shown below the Select Proxy dropdown list.

b. For steps to create a new proxy server setting, click here.

Secret key
A unique key for the AppViewX Cloud Connector installation

Click - to copy this key and save it in a safe place.
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Field Description

Note: Ensure that the secret key is copied and stored safely before you

click Register. If you don't, the key is lost forever. For security reasons, the
key is not stored within the product.

3. To register the above AppViewX Cloud Connector configuration, click Register.
Details of this AppViewX Cloud Connector are added in the inventory details table, which is explained
in detail here.

The AppViewX Cloud Connector’s health is also analyzed and, accordingly, the health indicator is
displayed before the Cloud Connector Name.

(=]
&1}

4. To download the installation package, for the AppViewX Cloud Connector, click |
5. In the Confirmation Message dialog box, click Yes.
The download progress is shown using a progress bar.

Installing the AppViewX Cloud Connector Agent

(o
Note: The following steps assume that:

+ All system prerequisites are fulfilled by the host machine.

» The AppViewX Cloud Connector installer (downloaded in the above step) is securely copied via
SCP/SFTP to the host machine where the AppViewX Cloud Connector is to be installed.

 The Secret Key received is kept handy for installation.

- J

1. To extract the installer, from the downloaded package, extract the tar.gz file using the command given
below: tar -zxvf <filename>.tar.gz
For exam ple: tar - zxvf pesrv07-test-94-99-appviewx-appviewx-net-cloud-connector.tar.gz

2. On the node where the AppViewX Cloud Connector agent will be installed, from the extracted
installation package, run the ./install.sh script.
The script will run the prerequisites check once again.
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3. On successful verification of the prerequisites, you will be prompted to enter the Secret Key (rendered

during the Downloading the Installer process).

On entering the Secret Key, the installation will proceed. Installation logs, according to the outcome of

the installation, are displayed. A sample installation log is shown below.

Loaded image: rancher/k3s:v1.23.3-k3s1
Loaded image: rancher/k3d-tools:5.2.2

Loaded image: rancher/mirrored-pause:3.6

[36mINFO[0m[0000] [SimpleConfig] Hostnetwork selected - disabling injection of docker host into the cluster, server load balancer and setting the api port to

the k3s default

[33mWARN[OmM[0000] No node filter specified
[33mWARN[OmM[0000] No node filter specified
[33mWARN[OmM[0000] No node filter specified

[36mINFO[Om[0000] Prep: Network

[36mINFO[0Om[0000] Re-using existing network ‘host' (8bebb4ae61001f74487d0aa6b315396405d0127¢938da1206614d113295ae139)

[36mINFO[Om[0000] Created volume 'k3d-cc-images'
[36mINFO[Om[0000] Starting new tools node...
[36mINFO[Om[0000] Starting Node 'k3d-cc-tools'

[36mINFO[Om[0001] Creating node 'k3d-cc-server-0'

[36mINFO[0m[0001] Using the k3d-tools node to gather environment information

[36mINFO[Om[0001] Starting cluster ‘cc'
[36mINFO[Om[0001] Starting servers...
[36mINFO[Om[0001] Starting Node 'k3d-cc-server-0
[36mINFO[Om[0033] All agents already running.
[36mINFO[Om[0033] All helpers already running.
[36mINFO[Om[0033] Cluster 'cc' created successfully!
[36mINFO[0m[0034] You can now use it like this:
kubectl cluster-info

Cluster setup is completed. Will start the deployment shortly...
Importing the required images...

[36mINFO[Om[0000] Importing image(s) into cluster ‘cc'

[36mINFO[Om[0000] Importing images from 1 tarball(s)...

[36mINFO[0m[0000] Importing images ‘[/home/appviewx/CCTEST/deps/tools/mid-server-docker-image/avx-mid-server-base-22.1.0.0.tar]' into node

'k3d-cc-server-0'...

[36mINFO[0m[0024] Successfully imported image(s)
[36mINFO[0m[0024] Successfully imported 1 image(s) into 1 cluster(s)
Import in progress...

[36mINFO[Om[0000] Importing image(s) into cluster ‘cc'

Copyright © 2022 AppViewX, Inc. All Rights Reserved.

112



Signing Up for the Free Trial via the AWS Marketplace

[36mINFO[Om[0000] Importing images from 1 tarball(s)...

[36mINFO[0m[0000] Importing images ‘[/home/appviewx/CCTEST/deps/tools/mid-server-docker-image/k3d-tools-5.2.2.tar]" into node 'k3d-cc-server-0'...
[36mINFO[0m[0005] Successfully imported image(s)

[36mINFO[0m[0005] Successfully imported 1 image(s) into 1 cluster(s)

Import in progress...

[36mINFO[Om[0000] Importing image(s) into cluster ‘cc'

[36mINFO[Om[0000] Importing images from 1 tarball(s)...

[36mINFO[0Om[0000] Importing images ‘[/home/appviewx/CCTEST/deps/tools/mid-server-docker-image/rancher-mirrored-coredns-coredns-1.8.6.tar]' into
node 'k3d-cc-server-0'...

[36mINFO[0m[0007] Successfully imported image(s)

[36mINFO[0m[0007] Successfully imported 1 image(s) into 1 cluster(s)

[36mINFO[Om[0000] Importing image(s) into cluster ‘cc'

[36mINFO[Om[0000] Importing images from 1 tarball(s)...

[36mINFO[0m[0000] Importing images ‘[/home/appviewx/CCTEST/deps/tools/mid-server-docker-image/rancher-local-path-provisioner-v0.0.21.tar]' into node
'k3d-cc-server-0'...

[36mINFO[0m[0004] Successfully imported image(s)

[36mINFO[0m[0004] Successfully imported 1 image(s) into 1 cluster(s)

[36mINFO[Om[0000] Importing image(s) into cluster ‘cc'

[36mINFO[Om[0000] Importing images from 1 tarball(s)...

[36mINFO[0Om[0000] Importing images '[/home/appviewx/CCTEST/deps/tools/mid-server-docker-image/rancher-mirrored-pause-3.6.tar]' into node
'k3d-cc-server-0'...

[36mINFO[0m[0003] Successfully imported image(s)

[36mINFO[0m[0003] Successfully imported 1 image(s) into 1 cluster(s)

Deploying the Cloud Connector...

NAME: avx-mid-server-starter

LAST DEPLOYED: Mon May 30 15:51:13 2022

NAMESPACE: cc

STATUS: deployed

REVISION: 1

NOTES:

1. It may take a couple of minutes for the Cloud Connector to be up.

kubectl get pod --namespace cc

* Congratulations!!! The installation completed successfully. *

* Please wait till the Cloud Connector is up and running. *

(1%) Cloud Connector status: Running
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[32m Cloud Connector is up and running. (B[m

[ Troubleshooting: For installation errors, refer to the Troubleshooting section. j

The AppViewX Cloud Connector consists of two important components—the starter plugin and the
platform. The starter plugin component is installed along with the AppViewX Cloud Connector, in the

same installation process.

When installed, the starter plugin is used to initiate the download of the platform component. The
platform component is used to host business use cases related to the AppViewX Cloud Connector.

When the platform component download is in progress, it is indicated by the 8 symbol prefixed

to the platform component version number in the AppViewX Cloud Connector inventory details

&) 21.1.00 p completed download/upgrade is indicated by the 2/ symbol in the same location

L

2

]

—

1.1.0.1 |

Note: Based on the internet bandwidth and the number of cloud connectors being installed,

the downloading of the cloud connector may vary between 5 to 15 minutes.

Reviewing the Installation

After the agent is successfully installed on the Linux machine, the agent can approve or reject the

installation.

Note: The Approve and Reject buttons are displayed only after the AppViewX Cloud Connector
agent has been downloaded.

To approve/reject the installation:

" . @ Approve || © Reject
From the Action field, click /

If the installation has been approved, the AppViewX Cloud Connector is moved to the Running state. If
the AppViewX Cloud Connector has been Rejected, the details of the AppViewX Cloud Connector are
removed from the inventory.
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0 Troubleshooting: If the AppViewX Cloud Connector instance has been approved but is not

moved to the Running state, you can check the pod status and/or restart the pod(s), as
required.

Working with AppViewX SaaS

The AppViewX SaaS deployment leverages the existing capabilities of the om-premise deployments of
the product combining them with the benefits of a cloud-based deployment.

To simplify your interaction with the product’s features, AppViewX offers exhaustive documentation in the
form of the following guides:

» AppViewX SaaS Cloud Connector User Guide
» AppViewX SaaS Onboarding Guide

» CERT+ User Guide

» CERT+ Admin Guide

* Platform User Guide

+ ADC+ User Guide

+ ADC+ Admin Guide

You can access the complete AppViewX SaaS documentation here.
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Chapter 7: Support
» Support

Support

AppViewX's Customer Success team is dedicated to help you with the workings of AppViewX's SaaS-

based product line. We have introduced the AppViewX Chatbot, an in-product support interface to help
you make your queries specific and, therefore, enable AppViewX’s support teams to facilitate expedited
solutions. You can use the chatbot to request a demo, a trial extension, a subscription upgrade, or for a

guery resolution.

« Using the AppViewX Chatbot

Using the AppViewX Chatbot

To access the chatbot:

1. Log in to your SaaS account.
The AppViewX SaaS landing page is displayed.
= /vxappviewx Fri Now 04 2022 18:02:41 GMT=0530(I5T) 2 wtt

AppViewX Security Automation and
Orchestration Platform

Explore and Upgrade Plan

PKI+

Modernize Enterprise PKlaas

For trial extensions and sales enquires, contact us on
r technical guerias. contact y= on

2. To access the AppViewX chatbot, click n from the bottom-right corner of the screen.
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Note: This chatbot icon is available on all product screens, enabling you to send a request at
any point during a process.

The Contact Us pop-up window is displayed.

Contact us

Product line *

""uDC‘l‘ o o

What can we help you with? *

Setup and Connectivity xowr

Subject *
Setup and Connectivity

Description*

3. In accordance to your query, enter the following details:

Table 1.

Description

Product line*
From the dropdown list, select one from the

following product line options:
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Field Description

*« CERT+

*« ADC+

. PKI+

What can we help you with?*

From the dropdown list, select a category closest
to your requirement. The categories in this list

include:

 Setup and Connectivity

» Download/Installation

« Artifacts/Solution Guides
» System Impaired

* Request for upgrade

* Request for trial extension
* Critical

» Others

Subject*

This field is automatically updated with the
category you selected in the What can we help
you with? Field.

This field is editable, so you can change the

subject line if it helps to better explain your query.

Description*

In this field, enter the details of your requirement.

Note: This field has a character limit of
255 characters.

4. Click Send.
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Depending on the category selected, in the What can we help you with? field, the relevant AppViewX
support team will get in touch with you.

-
Note: You can also reach out to our teams using the following details:
* salesops@appviewx.com

+ saashelp@appviewx.com.
» Phone

«+1212 390 1644

* +1 206 207 7541
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